
January 14, 2009

NOTICE TO ALL PROSPECTIVE OFFERORS:

The attached DRAFT Performance Work Statement (PWS) is intended to allow industry insight into the types of services anticipated to be provided by the selected “Agency Consolidated End-User Services (ACES)” contractor in order to meet the Information Technology Infrastructure Improvement Program (I3P) requirements for a consolidated end-user services management contract.

The requirements delineated herein are considered to be preliminary and subject to substantial revision as comments are received and full definition of the cross-I3P contract requirements are developed. In particular, the Addendums, including the Service Levels Agreements, are considered to be a “work in progress” and are not complete.
The Government anticipates releasing a DRAFT RFP in mid-February 2009 in order to delineate the enhanced requirements and to provide a greater degree of granularity throughout the document. Comments associated with this document should be provided via email to Tracy.H.Hall@nasa.gov for consideration as the Government further refines the document. Comments on any draft document will continue to be accepted up to release of the final RFP.
Although the ACES contract may be loosely viewed as follow-on action to the Outsourcing Desktop Initiative for NASA (ODIN) contract, services from a number of center contracts are expected to be consolidated within ACES. Conversely, several service areas currently provisioned by ODIN at some centers will be provisioned by other I3P contract vehicles. The following ODIN Delivery Orders have been identified which contain effort that will transition to ACES at contract award or during contract performance:
	NASA Center
	Contract / Delivery Order
	Contractor

	ARC
	NAS5-98145 / NNA07CA20D
	LMIT

	DFRC
	NAS5-98145 / NND07AA12D
	LMIT

	GRC
	NAS5-98145 / NNC07QA7D
	LMIT

	GSFC
	NAS5-98145 / NNG07DA03D
	LMIT

	HQ
	NAS5-98145 / NNH04CC32D 
	LMIT

	KSC
	NAS5-98144 / NNK07EA67D
	OAO

	JSC
	NAS5-98144 / NNJ07JF12D
	OAO

	LaRC
	NAS5-98145 / NNL07AA69D
	LMIT

	MSFC
	NAS5-98144 / NNM08AA00D
	OAO

	SSC
	NAS5-98144 / NNS07AB32D
	OAO

	NSSC
	NAS5-98144 / NNX07AA21D
	OAO


Copies of these documents may be obtained from the following listing of Freedom of Information Act (FOIA) offices:

NASA Ames Research Center

MS 943-4

Moffett Field, CA 94035-1000

(650)604-3273 Voice

foia@arc.nasa.gov
NASA Dryden Flight Research Center

4800 Lilly Drive

Bldg. 4839

Edwards, CA

 (661) 276-3449 Voice

 (661) 276-3566 Fax

foia@dfrc.nasa.gov
Glenn Research Center 

Attn: GRC FOIA Public Liaison Officer 

Mail code: 500-313 

Cleveland, OH  44135

Phone: 216-433-2813

foia@grc.nasa.gov  

NASA Headquarters

Attn: FOIA Public Liaison Officer
300 E Street, SW

Room 9R35

Washington, DC 20546

(202) 358-2265 & (202) 358-0845 Voice

(202) 358-4331 Fax 

foia@hq.nasa.gov
NASA Goddard Space Flight Center

Attn:  Freedom of Information Office

Code 130

Greenbelt, Maryland 20771

301.286.1712 Fax

 foia@gsfc.nasa.gov
Johnson Space Center
Attn:  FOIA Public Liaison Officer 

Johnson Space Center 

Mail code: AP2

Houston, Texas 77058 

Phone: (281) 483-8612

foia@jsc.nasa.gov
stella.luna-1@nasa.gov
John F. Kennedy Space Center

Attn: XA-A1/FOIA Customer Service Center

Kennedy Space Center, FL 32899

 (321)867-9280 Phone

 (321)867-8007 Fax

foia@ksc.nasa.gov
NASA Langley Research Center

Attn: Freedom of Information Act Office

17 Langley Blvd.

Mail Stop 412

Hampton, VA 23681

 (757) 864-2497 Voice

 (757) 864-6477 Fax

LARC-DL-foia@mail.nasa.gov
NASA, George C. Marshall Space Flight Center

Judy Hollingsworth, CS20

Freedom of Information Act Office

MSFC, AL 35812

(256) 544-1837

foia@msfc.nasa.gov 

Stennis Space Center/NASA Shared Services Center (NSSC)

Attn: Freedom of Information Act Office
Building 1111, C Road
Stennis Space Center, MS 39529
Fax: 1-866-779-NSSC

E-mail: nssc@nasa.gov
Stennis Space Center

foia@ssc.nasa.gov
http://www.nasa.gov/centers/stennis/about/foia/index.html
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1  AGENCY CONSOLIDATED END-USER SERVICES (ACES)
1.1  MISSION STATEMENT
Since its establishment, the National Aeronautics and Space Administration (NASA) has continually evolved as a result of shifting missions and priorities. NASA’s Information Technology (IT) infrastructure continues to evolve to a level of maturity that will allow it to successfully migrate NASA’s existing end-user environment into a seamless and truly integrated IT architecture. NASA recognizes that effectively and efficiently managing, preserving, protecting, and disseminating the information required to achieve the objectives of space exploration, as well as other NASA missions, is vital to mission success. Further, seamless collaboration of the NASA workforce across multiple NASA Centers and additional facilities is vital to the planning, design, and development of mission-related capabilities and technology in the future.

The nature of NASA’s program implementation model requires cross-Center collaboration for the execution of the strategic Enterprises’ programs and NASA initiatives across multiple Centers. NASA therefore requires a seamless technical infrastructure to ensure interoperability within programs and across Centers and facilities, which have the responsibility to implement and manage that technical infrastructure. The ACES contract will develop a long-term outsourcing arrangement with the commercial sector to provide and manage the vast majority of NASA’s personal computing hardware, Agency standard software, mobile IT services, peripherals and accessories, associated end-user services, and supporting infrastructure. This arrangement allows the Agency to implement a single service provider for end-user hardware, software and services; improve security and management of IT assets through a standardized desktop configuration; and implement Agency-wide solutions for e-mail, calendaring, collaboration, and other office applications.

NASA considers its end-user computing assets vital to its success as the world leader in aeronautics, space exploration, and scientific research. NASA personnel use IT to support NASA’s core business, scientific, research, and computational activities. As NASA continues to consolidate and improve its IT infrastructure, the Agency strives to optimize the productivity of its workforce through the efficient use of desktop computers, mobile computing devices, peripherals, and sophisticated applications. It is imperative that the commercial sector deliver cost-effective, end-user IT services that meet NASA mission and program needs while achieving efficiency and high level customer satisfaction.
Within this framework, the task of the ACES Contractor (hereafter referred to as the Contractor) is to provide, manage, secure, and maintain IT services that meet the requirements as defined in this Performance Work Statement (PWS). The Contractor shall: (a) install, operate and maintain hardware, software and services and (b) plan, design, develop or acquire, integrate, test, and implement new systems or enhancements to existing systems for the following services:

a. Contract Management: This includes program management; financial management; logistics; contract Phase-In/transition management; safety, health, and environmental management; quality assurance and management; IT Infrastructure Integration Program (I3P) Program integration; other integration points; contract administration; and technology infusion.

b. General Services: This includes delivery of comprehensive, end-to-end computing services and back-office infrastructure support, including incident management, support levels, configuration management, catalog services, software right to use, technology refreshment, cross-cutting services, consumables, support for special events, performance metrics, development test laboratory, and peripherals maintenance.
c. Specialized Services: This includes temporary systems, priority service, support for telecommuters and travelers, return to service surcharge, excess cellular phone usage, and elevated user privileges.
d. Enterprise End-User Services: This includes e-mail and collaborative calendaring services, active directory services, loaner pool management, print queue infrastructure management, shared multi-functional printing services, security management, and software license management services.

e. Seat Model and Peripherals: This includes computing seats, mobile computing seats, and peripherals.
1.2  GOVERNMENT RETAINED AUTHORITIES
The Government will retain a set of key authorities that encompass the overall Service Strategy and Service Design related to end-user services. The Government will also retain authority for all Demand Management, Governance, and Approval functions associated with ACES.
A Program Manager (PM) will be responsible for ACES Program Operations. The PM is directly accountable to the NASA Chief Information Officer (CIO) and the NASA IT Management Board (ITMB) for meeting ACES program and performance objectives. Management of the ACES contract will be carried out by the Contracting Officer (CO) and Contracting Officer’s Technical Representative (COTR). In support of the COTR’s responsibilities, Local Technical Monitors (LTMs) will be appointed to provide Center- and facility-level oversight in accordance with the Agency surveillance plan in Addendum 1. Responsibilities of the Program Management Office are to ensure Contractor compliance with the terms and conditions of the contract, implement and ensure compliance with Agency architectures and standards, and assure maintenance of interoperability and compatibility across the Agency.

The Contractor shall review proposed changes to Agency and Center IT policies, architectures, standards, and procedures and recommend additions, modifications, and deletions, as needed to ensure conformity with the ACES contract. The Contractor shall advise the Agency of any adverse impacts to stability, cost, architecture, interoperability, compatibility, or service and recommend mitigation strategies. The Contractor shall surface to the ACES PM any issues due to proposed changes to Agency and Center IT policies, architectures, standards, and procedures during the informal or formal review cycles. Otherwise, no consideration for price adjustment will be given after the changes are formally adopted. The Contractor shall have a contingency plan for restoration of the service prior to the implementation of hardware or software refreshment or application rollout.

To assure maintenance of the NASA IT architectural configuration, the process set forth in NASA Policy Directive (NPD) 2800.1x, “Managing Information Technology,” will be followed. The Contractor shall bring recommendations for changes to the NASA IT architecture and standards to the attention of the ACES PM. The ACES PM is responsible for ensuring that the review and approval process is conducted in compliance with NPD 2800.1x. The Contractor shall support the ACES PM when presenting program issues and resolutions to the OCIO or other Agency Organizations. This support shall include travel to meetings, video teleconferences, voice teleconferences, and the development of support documentation.

The Agency will establish their Configuration Control Board (CCB) that will include a non-voting ACES Contractor’s representative. Functions of the CCB include reviewing and approving proposed changes to Agency architectures and standards. The Contractor shall provide secretariat functions as follows:
a. Receive items to be submitted to the board
b. Develop and distribute the agenda for each board meeting

c. Submit change request packages to the board, allowing for review and coordination

d. Attend all meetings, record the disposition of each change package presented, and distribute meeting minutes

e. Track and retain change package information required by the board

f. Maintain historical records of the board meetings

g. Maintain central online repository of everything related to the board
Each Center or Facility will convene their local Configuration Control Board (CCB), which will include an ACES Contractor’s representative. Functions of the CCB include approving proposed changes to local architectures and standards, which assure changes in local architectures and standards are consistent with Agency interoperability and compatibility standards.
2  CONTRACT MANAGEMENT

The Contractor shall provide contract management services, including program management; financial management; logistics; contracts transition management; procurement; security management; safety, health, and environmental management; quality assurance and management; I3P program integration; other integration points; and contract administration.
2.1  PROGRAM MANAGEMENT

The Contractor shall devise an overall management approach and the activities necessary to perform the core functions required under the ACES contract. The approach shall define how technical management of all ACES services, including functions, tasks, cost, schedule, and risk will be performed and managed under the contract. In devising the approach, the Contractor shall be consistent with NASA Procedural Requirements (NPR) 7120.7, “NASA Information Technology and Institutional Infrastructure Program and Project Management Requirements,” (e.g., Risk Management Plan, Analysis, and Tracking Reports).
The Contractor shall align its services and operations processes with the Information Technology Infrastructure Library (ITIL) Version 3 to establish common terminology and processes across all of the I3P contracts. ITIL is a commonly accepted information technology service management framework that provides a cohesive set of public and private sector best practices which are supported by a comprehensive qualifications scheme, accredited training and certification organizations, and implementation and assessment tools.
2.2  FINANCIAL MANAGEMENT

The Contractor shall perform all business and financial functions necessary to fulfill the requirements of this contract and integrate these functions across all areas of performance. The Contractor shall provide ongoing business analysis and respond to requests and inquiries from the Government relating to budget. In performing these functions, the Contractor shall:
a. Implement and maintain a financial management system that interfaces with the Government Ordering System and allows for invoice reconciliation.

b. Present monthly invoices in accordance with the invoicing clauses of the contract. The monthly invoices shall include organizational codes as defined by the local Center or Facility.

c. Provide financial and budget information maintained by the Contractor for use by the Government for budgeting purposes and business case analyses (e.g., Program, Planning, Budget and Execution, and OMB Exhibit 300).
2.3  LOGISTICS

The Contractor shall provide logistics management functions required to perform its functions as defined below. These functions include property management, inventory management, and receiving and inspection.

2.3.1  Property/Inventory Management

The Contractor shall perform property management functions in accordance with NPD 4200.1x, “Equipment Management,” and NPR 4200.1x, “Equipment Management Procedural Requirements.” In performance of these functions, the Contractor shall:

a. Provide, implement, and maintain a Property Management Plan in accordance with DRD TBD.
b. Assume the current inventory of property listed in Attachment X (TBD), and provide property management of these items.
c. Utilize the NASA Integrated Asset Management Property, Plant, and Equipment (IAM PP&E) system, or its successor, to track and manage property and equipment. In addition, the Contractor may provide and maintain an asset management tool for items not required to be tracked via IAM PP&E or its successor.
d. Identify excess and obsolete out-of-service Contractor-owned assets, and initiate disposal in accordance with Agency guidelines, policies, and directives.
e. Ensure that all items removed from service have all data removed prior to excess in accordance with applicable policies and procedures listed in Attachment X (TBD), “Applicable Regulations and Procedures.”

f. Utilize the existing property tags permanently affixed to all existing assets. Utilize Government-provided NASA Equipment Control Number (ECN) tags and decals for acquired or procured equipment when title is transferred to the Government.
2.3.2  Shipping/Receiving/Inspection Services

The Contractor shall utilize Government-provided storage facilities for storage of hardware, software, and other associated equipment to meet the requirements of this contract. If Contractor-provided storage facilities are utilized, the Contractor shall ensure that such facilities provide adequate protection of all items to which the Government has or will obtain title.

2.3.3  Vehicles

The Contractor shall furnish and maintain all general purpose vehicles in support of contract requirements. The Contractor shall perform vehicle management functions in accordance with NPR 6200.1x, “Transportation and General Traffic Management;” NPD 6000.1x, “Requirements for Packaging, Handling, and Transportation for Aeronautical and Space Systems, Equipment, and Associated Components;” GSA leasing and reporting requirements; and Executive Order 13423.
2.4  CONTRACT PHASE-IN/TRANSITION MANAGEMENT

The Contractor shall provide the services necessary to perform all contract Phase-In/Transition activities in accordance with Attachment X (TBD) (Contractor’s Phase-In/Transition Plan (DRD TBD) and the schedule delineated in Attachment X (TBD), “Contract Transition Schedule.”

2.5  SAFETY, HEALTH, AND ENVIRONMENTAL MANAGEMENT
The Contractor shall provide, implement, and maintain a comprehensive Safety, Health, and Environmental Management Plan, in accordance with (DRD TBD) and NASA FAR Supplement (NFS) 1852.223-70, “Safety and Health,” and establish and implement an industrial safety, occupational health, and environmental program that (a) prevents employee fatalities, (b) reduces the number of Safety, Health, and Environmental incidents, (c) reduces the severity of employee injuries and illnesses, and (d) protects property, equipment, and the environment through the ongoing planning, implementation, integration, and management control of these programs. The Safety, Health, and Environmental Management Plan shall address each of the following Agency Safety, Health, and Environmental Management core program requirements in detail that are applicable to the contracted effort:

a. Management leadership and employee involvement

b. System and worksite analysis

c. Hazard prevention and control

d. Safety, health, and environmental training

e. Environment compliance

For each NASA Center and facility where work will be performed, the Contractor shall work closely with the LTM to coordinate with each Center and facility’s Safety and Mission Assurance Directorate/Office to ensure compliance with that Center and facility’s specific safety, health, and environmental requirements. The Contractor shall submit mishaps and safety statistics reports directly to the NASA Incident Reporting Information System (IRIS) or use Center-specific forms provided by each Center and facility’s Safety and Mission Assurance Directorate/Office, or their electronic equivalent, to report mishaps and related information required to produce the safety metrics.

The Contractor shall ensure that all work, including that which may require exposure to asbestos, is performed in accordance with all Federal, State, Local, and Center- and facility-specific safety, health, environment, and fire protection/prevention regulations and procedures, as well as the Contractor’s Safety and Health Plan (DRD TBD), and is performed by personnel trained for such activities. The Contractor shall also provide safety and protective equipment (i.e., asbestos protection clothing and respiratory protection) as required.

2.6  QUALITY ASSURANCE AND MANAGEMENT

The Contractor shall maintain a quality system compliant with ISO 9001:2000 and AS9100. The Contractor may satisfy this requirement by current registration by a recognized registrar and/or by NASA audit of their system. The Contractor shall detail its planned quality controls in its Management Plan. If the Contractor operates to or uses NASA Center or Facility procedures, the Contractor shall support the applicable Center’s or Facility’s registration process for these procedures.
2.7  I3P PROGRAM INTEGRATION 
The ACES contract is part of the NASA Agency OCIO’s multi-sourced I3P acquisition strategy, which spans across the wide-reaching service “towers” of Communications, Data Center, End-User Services, Enterprise Applications, and Web Services. All I3P contracts and Contractors shall follow a set of common processes with respect to functions that must be integrated across towers to provide seamless service to the customer.

The Cross-Functional Statement of Work (Addendum 2) describes the ITIL version 3.0 aligned processes that all I3P Contractors are required to follow in the areas of: Service Level Management, Incident Management, Problem Management, Request Fulfillment, and Change Management. The Cross-Functional Statement of Work includes, but is not limited to, process requirements for the integration of all I3P Tier 2 Help Desks with NASA’s central Tier 1 Service Desk to ensure seamless, integrated cross-“tower” processes in the areas of Incident and Problem Management. The Cross-Functional Statement of Work also includes process requirements for the integration of all I3P Request Fulfillment / Work Order systems with NASA’s central Service Ordering System to ensure seamless, integrated cross-“tower” processes in the area of Request Fulfillment.
2.7.1  Tier 1 Enterprise Service Desk and Enterprise Ordering System
This section (to be provided in the ACES RFP) will define the requirements to integrate with the Enterprise Service Desk and service ordering system provided by the NSSC.
2.7.2  NASA Enterprise Data Center (NEDC)

This section (to be provided in the ACES RFP) will define the requirements to integrate with the NEDC Contractor and the technical requirements of the ACES Contractor to provide end-user services to the NEDC Contractor. 

2.7.3  NASA Integrated Communications Services (NICS)
This section (to be provided in the ACES RFP) will define the requirements to integrate with the NICS Contractor and the technical requirements of the ACES Contractor to provide end-user services to the NICS Contractor. 

2.7.4  Enterprise Applications Service Technologies (EAST)
This section (to be provided in the ACES RFP) will define the requirements to integrate with the EAST Contractor and the technical requirements of the ACES Contractor to provide end-user services to the EAST Contractor. 

2.7.5  Web Enterprise Services Technologies (WEST)
This section (to be provided in the ACES RFP) will define the requirements to integrate with the WEST Contractor and the technical requirements of the ACES Contractor to provide end-user services to the WEST Contractor. 

2.8  OTHER INTEGRATION POINTS
The Contractor shall establish interface agreements with other Agency and Center/Facility contractors as required.
2.9  CONTRACT ADMINISTRATION

In performance of contract administration functions, the Contractor shall:

a. Submit a Communications Plan, within 30 days of contract award, which addresses how the Contractor will communicate with the Government, other Contractors, customers and end-users in accordance with DRD TBD.
b. Provide primary and secondary points of contact with contractual obligation authority to perform all contract administration functions and activities required for this contract. These points of contact shall have access to all contract administration data and information related to contract performance.
c. Provide on-line access to contract administration information and other required data to the CO and designated personnel, in accordance with NPD 1440.6, “NASA Records Management.”
d. Provide and maintain a listing of all Contractor and subcontractor employees working under this contract and their designated locations (DRD TBD).
e. Generate, edit, merge, maintain, and distribute documentation related to the performance of this contract to include documents, storage media, and records (DRD TBD).
2.9.1  Program Coordination Support

The Contractor shall provide technical and managerial support and input to program boards, panels, reviews, team, working groups, and various ad-hoc meetings. Some meetings require the Contractor to give formal briefings, while others only require attendance and participation. The Contractor shall support these meetings and reviews with the required level of technical and managerial participation.

Some examples are:

a. Program Milestone Reviews (e.g., I3P architecture review) 

b. I3P Service Integration Meetings

c. Program Documentation Reviews 

d. Working Groups (e.g., end-user work groups) 

e. Boards (e.g., ACES Program Board) 

f. Outage Reviews 

g. Anomaly/Investigation Reviews 

h. ACES Management and Contract Reviews 

i. ACES Monthly Technical Operations Reviews (Agency and LTM Status meetings) 

j. ACES CO/COTR Meetings
k. Major Move Reviews and Meetings
2.10  TECHNOLOGY INFUSION

The Contractor shall perform technology infusion management to ensure that functions and services are effectively planned, managed, and integrated with NASA mission, program, and business needs.
3  GENERAL SERVICES
The Contractor shall provide the following services in support of the overall management and technical execution of the ACES contract.
3.1  INCIDENT MANAGEMENT
The Contractor shall provide incident management services based on ITIL v3.0 and industry best practices for all ACES-provided services. These services shall provide accurate tracking, routing, and reporting of the customer’s requirements to ensure timely and effective resolutions of issues and problems. The Contractor shall conduct trend analyses and develop mechanisms to effectively prevent similar issues and problems. The Contractor shall ensure that procedures and practices are in place to coordinate efforts with the Enterprise Service Desk and with other service providers that will result in a seamless approach to provide accurate, timely, and professional responses to customer requests.

Detailed incident management requirements will be included in the ACES draft RFP.
3.2  SUPPORT LEVELS
3.2.1  Support Level 1:  ACES-Supported Hardware and Software
Support level 1 provides full system administration support. The Contractor shall provide the full scope of services required for ACES-supported hardware and software on ACES-managed/provided seats or systems. ACES-supported hardware and software systems include: Agency standard hardware and software loads (as documented in NASA-STD-2804x, “Minimum Interoperability Software Suite,” and NASA-STD-2805x, “Minimum Hardware Configurations”) and items purchased from the ACES catalog.

3.2.2  Support Level 2:  Agency-Provided and Licensed Software
Support level 2 software includes:

a. Agency-provided software: Standard software provided by the Government or through non-ACES contracts, e.g., NASA Integrated Enterprise Management Program (IEMP) software (see Addendum TBD).

b. Agency site-licensed software: Any Center or Agency, Government-owned software whose licensing is managed by the Contractor (see Addendum TBD).

For each NASA Center/Facility, the Government will identify a POC to the Contractor as a subject matter expert for each software product in this support level.
Support level 2 provides assisted system administration support. ACES will provide Level 2 support on ACES-managed/provided seats or systems as defined below.
a. Facilitate resolution of problems and respond to end-user requests for information and configuration changes about this software by working, if necessary, with the Government identified POC.

b. Install the software on refresh and return to service desk side visits. If required, the Contractor shall identify the location and make available the appropriate file space to store Agency provided software.

c. Ensure the availability of the latest version of the software.

d. De-install and re-install any covered software to another seat consistent with the move, add, and change provisions for a system (see Section 6.1.2, “Requirements for All Computing Seats”).
e. Return the configuration to the baseline operable installation when it is determined that the covered software implementation affects the stability or operability of the ACES configuration.

If the Contractor has added Support Level 2 software component(s) to the existing base configuration and the updated configuration is stable and interoperable, the updated configuration will be established as the new baseline for that system. If the Contractor subsequently modifies the baseline configuration as part of a normal ACES process, and that configuration becomes unstable due to the Support Level 2 software implementation, the customer’s need to accomplish the NASA mission must supersede the new configuration modification and the Contractor shall return the configuration to the established baseline. If this inability to update the baseline configuration results in the Contractor being unable to meet a contract requirement, then the ACES COTR or LTM designee should be contacted.
3.2.3  Support Level 3: Other Hardware and Software 

Support Level 3 includes any item not covered as Support Level 1 or 2. The Contractor shall provide Support Level 3 hardware and software via the ACES catalog without technical assistance for installation or maintenance.  In the event the end-user requires technical assistance, including installation and maintenance support, the Contractor shall provide that service through the catalog.  
For any seat where an end-user has implemented a change and the Contractor subsequently modifies the configuration as part of a normal ACES process, and that configuration becomes unstable due to the software implementation, the customer’s need to accomplish the NASA mission must supersede the new configuration modification and the Contractor shall return the configuration to the previous standard configuration delivered by the Contractor. If this inability to update the configuration results in the Contractor being unable to meet a contract requirement, then the ACES COTR or LTM should be contacted.   
In addition to the above, for any seat where it is determined that a Support Level 3 hardware or software change has adversely affected the stability, operability, or performance metrics for the seat or any ACES service, the Contractor shall return the configuration to the standard configuration. A joint decision will be made between the Contractor, end-user, and ACES COTR (or Center/Facility designee) on how to proceed.
3.3  CONFIGURATION MANAGEMENT
3.3.1  Configuration Item/Resource Tracking
The Contractor shall use a configuration management system to identify, track, and report all ACES-managed configuration items (including those that support infrastructure) at the hardware, software, and system levels. The Contractor shall provide configuration item information covering the seat or system configuration, which includes selected service level options, catalog selections purchased for the seat, machine name, MAC address(es), end-user data profile (including username, NASA organization code, system administrator name, and building and room location information for the device), configuration item in-service date, unique interface point to the network ID (e.g., wall plate number), projected refresh date, and current special status levels (e.g., mission critical uplift, security uplift, and mission freeze).  
3.3.2  Mission Freeze

Due to mission or other special operations, there will be times when Contractor access to specific systems and areas will be restricted. These restrictions may prevent the Contractor from performing routine services (e.g., preventative maintenance, conducting outages, and implementing software and/or hardware configuration changes); however, service levels shall be maintained and corrective maintenance performed as required. These restrictions, regardless of duration and frequency, will not entitle the Contractor to any price adjustment. Each NASA facility will have unique mission freeze requirements; the Contractor shall coordinate outages at each NASA Center/Facility. The Contractor shall coordinate access, when necessary (i.e., corrective maintenance), to the affected systems and areas with the LTM. The Government will notify the Contractor no less than 3 business days prior to the freeze. The Contractor shall be responsible for tracking the mission freeze requirements and reporting the occurrences and duration to the LTM. If access is required during the mission freeze, the Contractor shall coordinate access with the requesting end-user or applicable organization.

3.3.3  Property Management Tracking Systems
The Contractor shall update information in the Government’s property management tracking system databases for Government-owned, ACES-managed resources. This requirement shall be performed throughout the lifecycle of Government-owned configuration items. The Government will be responsible for disposing of Government-owned configuration items.
3.3.4  Configuration Control
The Contractor shall maintain configuration control for the ACES-managed/provided environment. The Contractor shall be able to identify, track, and report on all ACES managed- configuration items. System configuration information to be tracked includes current hardware configuration, system configuration, and software versions for all ACES-provided hardware and software at the seat level. The Contractor shall provide system architectures and “as-built” diagrams according to Addendum 3, “ACES Service Level Agreements.”  
3.3.5  Configuration Item Reporting
The Contractor shall provide periodic configuration item reports as required by DRD TBD, including reporting requirements stated in Sections 3.3.1 through 3.3.4 above. 
3.4  CATALOG SERVICES

The Contractor shall provide a single, Agency-wide, network-accessible catalog of commercially available IT products and services. The catalog shall interface with the Enterprise ordering system. The Contractor shall provide configuration management for all items ordered from the catalog. Catalog services include retrieval, packaging, shipping, tracking, and return to service of catalog items that fail while under warranty. 

The Contractor shall make the catalog available on the contract start date. The Contractor shall add items to the catalog at the same or below commercially available prices. The Government reserves the right to limit items available from the catalog. Catalog items shall include the Original Equipment Manufacturer (OEM) warranty. When available from the OEM, extended warranty/service shall be made available.

For each catalog product or service, the Contractor shall include supplier information that describes any components required to make the catalog product or service functional and shall provide the end-user the opportunity to order these components at the same time the product or service is ordered.

3.5  SOFTWARE RIGHT TO USE

The Contractor shall grant the right to an ACES end-user to install ACES-provided software on a non-ACES computer (e.g., allow a copy of software to be used on a personally owned computer) to the extent that the Contractor is able to obtain such a right from a software publisher and the Contractor and the Government jointly determine that such software shall be eligible for use on a non-ACES computer. The Contractor shall make software updates available to these end-users for all supplied software in accordance with Addendum 3, “ACES Service Level Agreements.” The Contractor shall devise detailed instructions for installation and usage.
3.6  TECHNOLOGY REFRESHMENT

ACES computing seats and mobile computing seats have fixed technology refreshment periods included as a service level component. The Contractor shall periodically assess the offerings for each seat and update the seat configuration based on the best value to the Government for each seat functionality and price. The Contractor shall refresh seats according to Addendum 3, “ACES Service Level Agreements.” Desktop performance is defined in NASA-STD-2805x. 

3.7  CROSS-CUTTING SERVICES

Detailed incident management requirements will be included in the ACES draft RFP.

3.8  CONSUMABLES
The Contractor shall provide battery replacements for all ACES seats as required.
The Contractor shall provide all printer and multi-functional device consumables (except for paper) as part of the peripheral services for all ACES-provided printer and multi-functional devices, as defined in Section 6.3, “Peripherals.”
The Contractor shall provide tapes or other media as required for the backup and archiving services for ACES-managed servers housed in the NEDC.
3.9  SUPPORT FOR SPECIAL EVENTS
The Contractor shall provide technical support and infrastructure for special events (e.g., Open Houses, technology expositions, and senior management meetings) as identified by the ACES COTR, ACES LTM, or designee. The Contractor shall provide help desk support such that trouble tickets for these events are automatically escalated to priority services. The special events trouble tickets shall not be counted against the priority service percentages. The Contractor shall work closely with the ACES COTR or ACES LTM to coordinate remote event support.
3.10  PERFORMANCE METRICS

The Contractor’s activities and performance will be measured using performance metrics, which will be identified and described in Addendum 4. The Contractor shall track and report on performance metrics according to requirements that will be provided in the ACES Draft RFP.
3.11  DEVELOPMENTAL TEST LABORATORY
The Contractor shall provide a means for end-users to test software products on ACES-provided systems.
3.12  PERIPHERALS MAINTENANCE

The Contractor shall provide support, lifecycle management, and maintenance for NASA’s fleet of peripherals, whether purchased through ACES or other avenues. Peripherals are defined as hardware devices that are attached to an IT resource (e.g., attached directly to an ACES seat, attached directly to a non-ACES seat, or attached to a network).

The Contractor shall provide full support for the duration of the OEM’s warranty for all peripherals purchased via the ACES contract. The Contractor shall provide a means to purchase maintenance and support after the OEM warranty period has expired.

For all non-ACES peripherals the Contractor shall provide:
a. The ability to order maintenance support

b. Installation of the drivers and necessary cables, as supplied by the end-user, to ensure the utility of the peripheral
4  SPECIALIZED SERVICES
The Contractor shall provide the following specialized services in support of the management and technical execution of the ACES contract.

4.1  TEMPORARY SEATS
The Contractor shall provide temporary seats appropriately configured for the requested seat type, including any software-based catalog-ordered augmentation, in accordance with Addendum 3, “ACES Service Level Agreements.” Temporary seats will be billed on a monthly basis. Previously issued systems may be used for temporary seats provided that they are within the normal useful lifecycle of the seat from its initial date of deployment.
4.2  PRIORITY SERVICE

The Contractor shall allow for up to 2 percent of the Agency’s monthly trouble tickets to be uplifted to priority service. In the event that the Agency’s priority uplift tickets are not used in one month, the unused portion shall carry forward to the next month. The Contractor shall propose a fixed price for each priority uplift above the 2 percent allocation. Response time and return to service timeframe requirements for priority service are provided in Addendum 3, “ACES Service Level Agreements.” 
4.3  SUPPORT FOR TELECOMMUTERS AND TRAVELERS

The Contractor shall ensure that telecommuters (i.e., ACES end-users who work from a remote location), travelers (ACES end-users at a non-NASA temporary duty location), or other off-site/near-site ACES end-users (ACES end-users whose permanent duty station is outside of the perimeter of a NASA Center or Facility) experience minimal interruption of services at the remote location and their return to service level is consistent with their subscribed return to Service Level. If unique circumstances exist that precluded the Contractor’s ability to provide service in accordance with the end-user’s subscribed Service Levels, the Contractor shall provide a justification and metrics waiver request to the ACES LTM.
The Contractor shall perform remote diagnostics and troubleshooting to resolve problems for these end-users if possible. For problems that cannot be resolved remotely, the Contractor shall offer to the end-user overnight delivery of a temporary replacement device if such delivery is commercially available. If overnight delivery is not available, the next fastest commercially available delivery shall be utilized. The ACES end-user receiving the replacement will be responsible for returning the defective unit to the Contractor. The Contractor shall provide for and arrange return delivery services if a temporary replacement unit has to be returned because it is defective.
4.4  RETURN TO SERVICE SURCHARGE
The Contractor shall charge a Return To Service (RTS) surcharge if a physical desk-side visit is required to restore an ACES seat to an operable condition as a result of an end-user:  

a. Installing or attempting to install on an ACES seat software that is incompatible with the ACES software standard load;
b. Installing or attempting to install on an ACES seat non-ACES hardware that is incompatible with the ACES hardware;
c. Performing any improper actions that result in the infection of an ACES seat with a computer virus or other malware; or
d. Performing any other action that causes the seat to become unstable or inoperable.

In addition, the Contractor shall charge an RTS surcharge if an end-user deactivates a Government-mandated software management tool (e.g., Patchlink or anti-virus software) or performs any other action that causes the seat to become unstable or inoperable, even if the software can be activated or the seat restored to a stable and operable state remotely.

Prior to billing for an RTS, the Contractor shall provide written documentation to justify each RTS charge. The ACES LTM will review the RTS assessment request, including discussing with the affected end-user(s) as necessary, and will approve or disapprove the Contractor’s request to invoice for them. All RTS charges must be approved by the ACES LTM before they are billed in an invoice.

The Government will ensure that end-users who repeatedly, maliciously, or blatantly attempt to circumvent the IT security implementations are administratively addressed. 

An RTS surcharge shall fall into one of four charge types:
a. Computer Seat RTS – applies only to computing seats. The Contractor shall propose the Computer Seat RTS surcharge per seat.

b. Communication RTS – applies only to mobile computing and cell phones seats. The Contractor shall propose the Communication Seat RTS surcharge per seat.

c. Software RTS – Applies when a remote management tool (e.g., SMS, Patchlink, Anti-Virus software) has been disabled by an end-user and a re-installation of re-activation is required.
d. Wipe and Load RTS – The Contractor shall coordinate a time with the end-user to perform a Wipe and Load RTS, during which the Contractor uses standard Wipe and Load RTS maintenance tools, processes, and procedures designed to provide the Contractor with:

· The health status of the computer seat, clearly and concisely indicating what the problem(s) are that forced the Contractor to perform the Wipe and Load RTS

· The capability to wipe (erase all information) the computer seat and bring the computer seat back to a fully functional baselined configuration

4.5  EXCESS CELLULAR PHONE USAGE

The Contractor shall provide a shared minute pooled voice plan for both domestic and long distance voice services. The Contractor shall allow for incoming calls from the same carrier with no deduction from the pooled minutes plan. The Contractor shall provide a shared pooled text messaging plan for domestic text messaging services. The Contractor shall allow for incoming text messages from the same carrier with no deduction from the pooled text messaging plan. The Contractor will make available a detailed report showing individual excess usage of all cellular services for all cellular devices.
4.6  ELEVATED USER PRIVILEGES

End-user access with elevated privileges includes any access to the computer that allows the end-user to install, upgrade, significantly change, or patch software, including the computer’s operating system. The Contractor shall allow elevated user privileges on ACES seats as long as the requestor is authorized by the Center CIO. In all instances, the Contractor is responsible for providing all subscribed system administration services.

The Contractor shall establish and maintain procedures that provision elevated user privileges. In the event performance issues stem from non-ACES personnel having elevated user privileges, the Contractor shall provide a justification and metrics waiver request to the ACES LTM.
5  ENTERPRISE END-USER SERVICES
The Contractor shall provide identified enterprise services to all NASA employees (contractor and civil service) and authorized personnel based on Personal Identity Verification (PIV) qualifications. These services are tied to individuals rather than devices and include:
a. E-mail and collaborative calendaring services: The Contractor shall provision e-mail and collaborative calendaring services (e.g., Client Access License (CAL) and Live Communication Server (LCS) license, and e-mail storage).
b. Active Directory services: The Contractor shall provision Active Directory services (e.g., domain account, group management, group policy object development, and deployment).
c. IT Security: The Contractor shall manage IT security, including anti-malware software.
d. Network peripheral services: The Contractor shall manage the infrastructure needed to support network peripherals (e.g., create and maintain all print queues for ACES and non-ACES printing devices).
e. Loaner pool management: The Contractor shall manage all ACES devices designated as loaners, as defined in Section 5.3, “Loaner Pool Management.”
f. Software license management: The Contractor shall provide a fully managed and supported shared license infrastructure, including management of the distribution of all Government-provided software licenses under the authorization of the LTM.
5.1  E-MAIL AND COLLABORATIVE CALENDARING SERVICES 
The Contractor shall operate the NASA Operational Messaging and Directory (NOMAD), a single system providing a unified and secure collaborative environment. This system ensures all of NASA’s civil service and contractor workforce is available to the public through a centrally managed directory and an @NASA.GOV e-mail address. The Contractor shall operate the NOMAD system and infrastructure to ensure that the following requirements are met:
a. Maintain e-mail, calendaring, and collaboration tools capable of supporting all NASA badged personnel

b. Provide support for Microsoft Windows, Apple Macintosh, and mobile computing platforms (PDAs)

c. Integrate NOMAD into the Agency authentication and directory infrastructure

d. Provide secure remote access from anywhere in the world

The Contractor shall meet the detailed requirements found in the NOMAD System Description Document, Addendum 5.  

5.2  ACTIVE DIRECTORY SERVICES

The Contractor shall operate and maintain the NASA Consolidated Active Directory (NCAD) infrastructure in compliance with the applicable documentation in Table 5-1, shown below. NCAD is a key component of NASA’s Identity and Access Management (I&AM) architecture and provides NASA with a single authentication forest for all Windows and Mac users, workstations, and Active Directory aware application resources (e.g., servers). NCAD consists of the following:

a. NASA Authentication Forest (NAF): Collection of replicating domain controllers distributed to each NASA Center/Facility.

b. Active Directory Management System (ADMS): Collection of servers that comprise the system administration tools for the NAF located at MSFC, GSFC, JSC, and ARC.

c. Security Monitoring for Active Directory: Collection of servers at MSFC that monitor the distributed NAF and ADMS to ensure in-depth security of the NCAD IT infrastructure.
The Contractor shall meet the detailed requirements found in the NCAD-related Addendums 6, 7, 8, 9, 10, 11 12, and 13.
Table 5‑1  NCAD Applicable Documentation

	Number
	Name
	Type

	Category 100

OPERATIONS

	NAF-100
	Concept of Operations
	Plan

	NAF-101
	NAF/ADMS Standard Operating Procedures – Security  - SBU Not available
	SOP

	NAF-102
	NAF/ADMS Standard Operating Procedures – Non-Security
	SOP

	NAF-103
	NAF/ADMS Process Maps
	SOP

	NAF-104
	SMAD-Monitoring Configuration Procedure- SBU Not available
	SOP

	NAF-105
	SMAD-Standard Operating Procedures
	SOP

	NAF-106
	SMAD-Concept of Operations
	SOP

	Category 200

TRAINING

	NAF-200
	NCAD- Training Plan
	Plan

	NAF-201
	SMAD Training Plan
	Plan

	Category 300

PLANS

	NAF-300
	NCAD -Business Continuity-Contingency Plan
	Plan

	NAF-301
	NCAD -Disaster Recovery Plan - SBU Not available
	Plan 

	NAF-302
	NCAD -Migration Plan 
	Plan

	NAF-303
	SMAD-Business Continuity of Operations Plan
	Plan

	NAF-304
	SMAD-Disaster Recovery Plan- SBU Not available
	Plan

	Category 400

CONFIGURATION CHANGE

	 NAF-400
	NAF/ADMS Configuration Change Board (CCB) Process
	SOP

	Category 500

DESIGN SPECIFICATIONS & RISK ASSESSMENTS

	NAF-500
	NAF Design Specification
	Design

	NAF-501
	ADMS Design Specification
	Design

	NAF-502
	SMAD Design Specification
	Design

	NAF-503
	NAF Risk Assessments- SBU Not available
	Security

	NAF-504
	ADMS Risk Assessments- SBU Not available
	Security

	NAF-505
	SMAD Risk Assessments- SBU Not available
	Security

	NAF -506
	NCAD NAMS Design Requirements Baseline
	Design

	CERTIFICATIONS & AUTHORIZATIONS

	OA-9999-M-MSF-2601
	NAF/ADMS Certifications  SSP- SBU Not available
	Security

	OA-9999-M-MSF-2603
	SMAD Certifications- SBU Not available
	Security


5.3  LOANER POOL MANAGEMENT 
The Contractor shall offer loaner pool management services for all desktop, laptop, and mobile computing device seats. The Government will identify seats as “loaners,” which the Contractor shall manage as loaner devices. The primary use of these loaners is for employee travel, special projects, and assignment of shared devices. The Contractor shall provide loaner drop-off/pick-up services at up to three Government-specified sites per NASA facility in accordance with Addendum 3, “ACES Service Level Agreements.” The Contractor shall work jointly with the Government to establish an online loaner pool tracking and sign-out system. After return of the loaner, the Contractor shall restore the device to the Agency standard configuration. The Contractor shall provide the following services for ACES seats that are identified as “loaners:”

a. Maintain Agency standard load to current specifications

b. Maintain software ordered through the ACES Catalog in addition to the standard load

c. Recharge and/or exchange batteries

d. Set up and provide guidance for remote access client (e.g., Virtual Private Network (VPN))

e. Ensure end-user-specific configurations are in place before loaner is issued (including the NASA Public Key Infrastructure (PKI) certificates or other user credentials)

f. Sanitize end-user data from the loaner device before the loaner is returned to the loaner pool

5.4  PRINT QUEUE INFRASTRUCTURE MANAGEMENT
The Contractor shall create and manage print queues for all ACES- and other Government-provided printers.
5.5  SHARED MULTI-FUNCTIONAL PRINTING SERVICES

Shared multi-functional printing services requirements will be included in the ACES draft RFP.
5.6  SECURITY MANAGEMENT

5.6.1  IT Security

1. All information systems provided and/or operated under this contract and in support of this contract are federal information systems. (A federal information system is defined in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-37, Rev. x, “Guide for the Security Authorization of Federal Information Systems,” and in 40 U.S.C., Sec. 11331, as an information system used or operated by a federal agency, or by a contractor of a federal agency or by another organization on behalf of a federal agency.)  The Contractor shall be responsible for meeting the requirements for security authorization, also known as Certification and Accreditation (C&A), of these information systems, consistent with Federal Information Processing Standard (FIPS) 200 and NIST SP 800-37 (Rev. x). The Contractor shall provide the required third-party certifications. A NASA official, determined in accordance with NPR 2810.1, “Security of Information Technology,” shall perform the role of the authorizing official for all such information systems. 
a. The Contractor shall use NASA processes, as specified in NASA policy and procedures, to meet the requirements for security authorization of all such information systems. 

b. For all information systems provided under this contract that store, process, or transmit NASA data, NASA will determine the system’s FIPS 199 security categorization. For any other information systems provided under this contract or used in performing this contract, NASA will approve the system’s FIPS 199 security categorization.

c. The Contractor shall ensure that all systems institute information security controls in accordance with NIST SP 800-53.

d. The Contractor shall support all applicable security assessments of each information system. At the discretion of the NASA authorizing official, the Contractor shall either perform or provide for the performance of system security assessments, or support independent system security assessments (e.g., third party certification, IG Audits, GAO audits, and self-certification), as part of the security authorization and continuous monitoring process. 

e. The Contractor shall track identified risks and security vulnerabilities for each information system in the NASA C&A Documentation Repository and Plan of Actions & Milestones (POA&M) Management System and remediate vulnerabilities on a schedule as determined by the NASA authorizing official. 
f. All required system security documentation shall be entered into the NASA C&A Documentation Repository and POA&M Management System. 

2. The Contractor shall identify an IT Security point of contact for supporting IT security requirements under this contract. 

3. The Contractor shall configure and maintain operating system and software on all information systems provided under this contract in accordance with Federal and NASA security configuration policies and guidance.
a. The Contractor shall apply all relevant Federal system and software security configurations, for example, the Federal Desktop Core Configuration (FDCC), according to NASA guidance.

b. All information systems shall be patched with all critical patches (as determined by the product vendor or NASA) in accordance with the NASA Organization Defined Values for NIST SP 800-53 Security Controls and subsequent revisions. 
c. In some rare circumstances, the NASA Deputy CIO for IT Security (ITS) or designee may determine that a particular patch must be applied more urgently. In such cases, all information systems shall be patched in the timeframe specified by the NASA Deputy CIO for ITS or designee.

d. System configurations and patching status for all information systems provided under and in support of this contract shall be reported using the NASA patch reporting environment. Each computer shall either run up-to-date reporting agent software for automated reporting or be reported manually by the Contractor. For any computers that cannot run the reporting agent software, a NASA-approved waiver must be obtained in accordance with NASA policy and procedures.

4. All information systems provided under this contract or used in support of this contract shall be scanned for vulnerabilities in accordance with NASA policy. 

a. The Contractor shall make available all information systems located within the NASA network perimeter for network-based vulnerability scanning by NASA. NASA will coordinate scanning activities with the Contractor to the extent possible to ensure that vulnerability scanning creates minimal impact on operations.
b. For all other information systems which process NASA data, the Contractor shall report to NASA the results of vulnerability scans and remediation, in accordance with NASA guidance.

5. The Contractor shall follow NASA security incident management procedures in accordance with NASA policies and ensure coordination of its incident response team with the NASA Security Operations Center (SOC). The Contractor shall report to the NASA SOC any suspected computer or network security incidents occurring on any systems, in accordance with Federal mandates and NASA policy and procedures. The Contractor shall provide all necessary assistance and access to the affected systems so that a detailed investigation can be conducted, problems remedied, and lessons learned documented. Security logs and audit information shall be handled according to evidence preservation procedures.
a. The Contractor shall make available logs from any information system to the NASA common logging environment, as requested by the NASA SOC. Electronic raw log data shall be forwarded from the source device to the NASA common logging environment, in accordance with NASA policies, procedures, and guidance.

b. The Contractor shall provide to the NASA SOC real-time, electronic access to all asset information and configuration management information for all devices provided under this contract and in support of this contract.
c. The Contractor shall report the theft or loss of any device that may contain NASA information, in accordance with NASA incident reporting policy and procedures.
6. The Contractor shall provide a logging environment that centrally captures and retains logs from all information systems provided under this contract. 

7. The Contractor shall ensure that all individuals who perform tasks as a system administrator, or have authority to perform tasks normally performed by a system administrator, possess knowledge appropriate to those tasks, as demonstrated by holding industry-standard certifications. In addition, system administrators shall not be granted elevated privileges to information systems covered under this contract unless they are authorized and have met the training requirements in accordance with NASA policy. 
8. Prior to deployment of any IT security services, the Contractor shall obtain approval from the NASA Deputy CIO for IT Security or designee. Any IT security services provided by the Contractor shall be coordinated and integrated with the NASA SOC.
9. The Contractor shall support the integration of NASA SOC IT security services and technologies into systems provided under this contract and in support of this contract, in accordance with NASA guidance. 

10. The Contractor shall work with the NASA Office of the CIO and the incumbent Contractor to transfer responsibility for all IT security requirements for existing information systems within the scope of the contract from the incumbent Contractor to the successor Contractor. The Contractor will receive from NASA a list of the applicable information systems.

11. The Contractor shall apply and report on critical vulnerability patches to all systems under their control in accordance with ITS-SOP-12. In addition, the Government may require additional patches to be deployed on an emergency basis.

12. Anti-Malware Management Solution:

a. The Contractor shall implement and maintain a NASA enterprise-wide anti-malware solution (including anti-virus, anti-spyware, and anti-adware) for desktops and laptops that provides automated updates of anti-malware signatures to clients according to Addendum 3, “ACES Service Level Agreements,” software updates to anti-malware clients, and automated centralized logging and reporting. The Contractor shall correct or mitigate detected vulnerabilities in accordance with NASA policy, unless directed otherwise by NASA for specific urgent issues. The Contractor shall not install any equipment that cannot use the anti-malware solution or for which no anti-malware software exists, unless a NASA-approved waiver is obtained in accordance with NASA policy and procedures. Reporting from the anti-malware solution shall be in a common, parseable, electronic format (preferably XML), at a minimum weekly, to the NASA SOC, in accordance with NASA policies and procedures.

b. The Contractor shall provide anti-malware client software and licenses for all NASA desktop and laptop computers that support such software, regardless of whether a computer is provided or supported by the ACES contract. 

5.6.2  Physical Security

The Contractor shall implement a comprehensive security program consistent with NASA and Center/Facility-specific regulations and procedures for the performance of the ACES contract and the protection of assets and equipment that process NASA data.
5.6.3  Security Requirements For Unclassified Information Technology Resources
a. Definitions:
1. IT resources are defined as any hardware or software or interconnected system or subsystem of equipment that is used to process, manage, access, or store electronic information.

2. NASA data is defined as any data and information, except for limited rights data or restricted software, that is produced or specifically used in the performance of a NASA contract.

b. The Contractor shall ensure that its management of NASA IT under this contract conforms to all applicable Federal laws, and NASA and Center IT requirements, regulations, policies, and guidelines as defined in relevant Federal and NASA documents. These are identified in the Applicable Documents List (ADL) attachment to the contract, and can be found at http://TBD.
c. The Contractor shall protect the confidentiality, integrity, and availability of NASA data and IT resources.

d. The Contractor shall include an IT Security section in its Management Plan that addresses how the Contractor will develop, implement, and maintain IT Security. This IT security section shall describe the processes and procedures that will be followed to ensure the security of IT resources that are developed, processed, or used under this contract.
e. The Contractor shall follow the NASA enterprise Data at Rest (DAR) encryption solution to encrypt sensitive NASA DAR.

f. The Contractor shall encrypt sensitive NASA data in transit using the NASA PKI, as defined in NPD 2810.1x, “NASA Information Security Policy;” NPR 2810.1x, “Security of Information Technology;” NPD 1600.2x, “NASA Security Policy;” and NPR 1600.1x, “NASA Security Program Procedural Requirements.”
g. The Contractor shall not connect a NASA device to a NASA network and an external network concurrently.
5.6.4  Emergency Management

The Contractor shall provide a Disaster Recovery/Continuity of Operations Plan in accordance with NASA’s policies and procedures (i.e., NIST SP 800-53). The Contractor shall comply with local Center and Facility emergency management plans. The Contractor shall conduct training in emergency management operations for all applicable personnel. (DRD TBD).
The Contractor shall support NASA and Center Continuity of Operations Planning (COOP) activities, including planning, testing, and execution. The Contractor shall develop procedures and implementation plans to ensure that IT resources are protected and that man-made acts and acts of nature have been addressed, in accordance with NPR 2810.1x and local Center and facility disaster recovery requirements. For every information system, the Contractor shall develop, test, implement, and maintain contingency plans; establish clear roles and responsibilities for COOP; and provide COOP training to all applicable Contractor personnel in accordance with NIST and other Federal guidance, NASA policy, and the NASA Organization Defined Values for NIST SP 800-53 (Rev. x) Security Controls.
5.7  SOFTWARE LICENSE MANAGEMENT
The Contractor shall provide a fully managed and supported shared license infrastructure. The Contractor shall manage the distribution of all Government-provided software licenses under the authorization of the LTM. Licenses provided to this service for management, or purchased through it, remain the property of NASA. For system administration purposes, this software is considered Support Level 2 (see Section 3.2.2, “Support Level 2: Agency-Provided and Licensed Software”).
The Contractor shall perform:
a. Performance and security monitoring.

b. Troubleshooting.

c. License manager(s) installation and maintenance.

d. Implementation and maintenance of updates, corrections, and enhancements to subscription services and license managers.

The Contractor shall:

a. Provide a means for limiting the software distribution to a prescribed set of users defined by the LTM.

b. Ensure that licensing and certificates on servers do not expire.
c. Ensure that all commercially released upgrades, enhancements, and patches (non-security) are installed according to Addendum 3, “ACES Service Level Agreements.” The CCB process shall be used to govern the schedule should delays be necessary.
d. Ensure that the licensed software is in operating condition, current, with up to date maintenance, and secure.
e. Install and make updates to the licensed software at times that will not affect end-user productivity.
f. Develop, maintain, and implement required test procedures or simulations to properly test software upgrades, modifications, and maintenance.
g. Provide an ongoing program to evaluate new commercially available software and provide reports, including recommendations, to designated NASA management.
h. Assure that all operational licensed software modifications are installed, secure, work as expected, and that no problems have been detected.
i. Prepare a system software implementation test and release plan for each release or software package update and present it for approval of the performance monitor.
j. Maintain subscriptions to the OEM system software services.
k. Review OEM Web sites for failure, security, and enhancement information and install updates or patches as appropriate.
l. Perform Configuration Management of all licensed software, standard operating procedures, and documentation developed or maintained by and for the ACES contract.
m. Provide, update, augment, validate, and maintain current graphic depictions of issued licenses and relationships (e.g., communication paths) of servers, services, and functions of all supported software within the Agency. The Contractor shall maintain, store, and make available to the Government this documentation according to Addendum 3, “ACES Service Level Agreements.”
6  SEAT MODEL AND PERIPHERALS
This section identifies the operational characteristics of the different seats and supporting hardware to be delivered by the Contractor.
For all seats, the Contractor shall provide the following:

a. Installs, Moves, Adds, and Changes (IMACs), as defined and required below:

Definitions:

i. An install is defined as deployment of new, technology refreshment, and temporary computing and mobile computing seats.

ii. A move is defined as physical or remote de-installation, move, and re-installation of system hardware or software. A move includes all necessary support to go from operational status at the old location to operational status at the new location, including temporary storage en route as necessary.

iii. An add is defined as the addition of non-standard load software and hardware augmentations to an ACES seat. 

iv. A change is defined as one or more of several adjustments to a seat, such as a change to a different service level, change to a major new software version, change to the funding organization or assigned end-user for a seat, and change to seat-related data that is stored in the ACES asset tracking system.

v. A request for one or more installs, moves, adds, or changes is defined as an IMAC.

Requirements:

i. The Contractor shall ensure the ability to execute individual and group IMACs requiring physical access to the device with advanced planning and coordination with the requestor and the appropriate organizational IT point of contact.

ii. The Contractor shall acknowledge a request for IMAC service according to Addendum 3, “ACES Service Level Agreements.”
iii. The Contractor shall complete IMAC requests according to the timeframes outlined in Addendum 3, “ACES Service Level Agreements.”
iv. The Contractor shall process the closure of IMAC requests according to Addendum 3, “ACES Service Level Agreements.”
6.1  COMPUTING SEATS

6.1.1  Generic Computing Seat Description
The ACES Computing Seat, in combination with the Enterprise End-User Services detailed in Section 5, shall provide all the basic services, defined in this section, that are needed to perform end-user computing related activities. The Computing Seat shall be comprised of three service parts: (1) the platform group providing the computing hardware (e.g., desktop, laptop, etc.), monitor and docking station (as needed), and operating system; (2) the Services bundle providing the bulk of the computing seat services; and (3) System Administration.

Computing Seats shall be made available in three basic computing seat types: the “S” seat with a Standard set of pre-defined services and services levels, the “M” seat with pre-defined services and Modifiable (end-user-selectable) service levels, and the “B” seat where some of the services are “Built” to specific end-user requirements and service levels. For the “S” and “M” computing seats, the Contractor shall bundle together the three service parts (platform group, services bundle, and system administration) as a single seat entity. The Contractor shall make each of the service levels of the “B” seat available as separate entities.
6.1.2  Requirements for All Computing Seats
For all Computing Seats, the Contractor shall provide the following:

b. Software requirements analysis, software product acquisition, testing of the software changes in relation to the rest of the software in the standard load, development and testing of the update deployment method at each Center and facility, verification, and installation, in accordance with the technology refreshment cycles defined in Section 3.6, “Technology Refreshment.”

c. The required application software defined in NASA-STD-2804x.
d. Updates of the operating system and ACES application and standard load software to more effectively and efficiently perform basic system and application objectives of the relevant seat (i.e., the “S,” “M,” and “B” seats that have selected this service). This service provides the platform with new versions, upgrades, modifications, and non-security and non-bug related patches associated with the system and ACES application software. 

e. A software refresh cycle of 6 months, based on the update cycle of NASA-STD-2804x. 

f. Retrofit of all changes to the standard load to all ACES systems (that incorporate the standard load) each time the standard load changes according to Addendum 3, “ACES Service Level Agreements.”
g. Maintenance of an identical refreshment deployment approach for the standard load software across the Agency. 

h. Acceleration of the hardware technology refreshment or upgrade of the existing platform when the software requires hardware upgrades to run effectively.

i. End-user training for the breadth of ACES-provided standard products and services, including hardware and software, according to Addendum 3, “ACES Service Level Agreements.” Training offerings each month at each Center and facility will be determined jointly by the Contractor and the ACES LTMs. Training methodologies may include, but are not limited to, classroom, computer-based training (CBT), eLearning, video, self-service learning tools, and documentation, either in hard-copy or electronic form. The Contractor shall provide instructor-led end-user training for major software releases, such as changing from Windows XP to Windows Vista. NASA will provide on-site training facilities as needed.
j. Assistance to end-users with end-user-configurable services and settings for ACES-provided products and services, as well as guide them in the appropriate use of ACES-provided products and services.  
k. End-user documentation, which may take any of several forms, including but not limited to online help, help files, tutorials, Portable Document Format (PDF) documents, and printed manuals. The Contractor shall provide online end-user documentation on commercially available products (e.g., Microsoft Office user guide), where available from the vendor. The documentation will show how to use each function of the provided version of the product or service. The Contractor shall also create and provide ACES online documentation for ACES services, such as an ACES Catalog user guide. The Contractor shall make available for purchase hardcopy documentation for commercial products and ACES services through the ACES Catalog.
l. Removable storage devices (i.e., memory stick) provided with ACES seats in accordance with NASA Standard 2805x shall  comply with NASA Data at Rest (DAR) requirements, as described in Section 5.6, ”Security Management.” Should the item fail, it is the Contractor’s responsibility to replace the failing device. If the device is lost, stolen, or damaged due to negligence, then it is the responsibility of the Government to replace the device.
m. Necessary hardware and software to meet current NASA identity verification requirements (e.g., smartcard readers) that meet the standards expressed in the NIST 800-96, PIV Card/Reader Interoperability Guidelines.

6.1.3  “S” Seat (Standard)

The “S” seat is intended for overall general purpose computing in support of Center and Agency activities (administrative and general purpose scientific/engineering) packaged with a pre-defined set of services and services levels. Typical usage includes e-mail, Web browsing, report preparation, presentation creation, meeting scheduling, spreadsheet generation, and general science and engineering application development and execution. The computer and all associated services are able to perform general-purpose business and scientific/engineering computing, including standard office automation and desktop productivity enhancement software.  

All type “S” seats shall include a (TBD) standard platform (i.e., desktop or laptop).  

Optional service levels other than the pre-defined platform group shall not be available in this seat. The Contractor shall provide for augmentations to the seat via the ACES catalog.

6.1.4  “M” Seat  (Modifiable)

The “M” seat is identical to the “S” seat described in Section 6.1.3; however, the “M” seat provides the end-user with the ability to select other service levels for the hardware platform, the services bundle, and system administration.

6.1.5  “B” Seat (Build as Required)

The “B” seat is intended for more specialized requirements that are not met by either the “S” or “M” seats. The “B” seat usage and associated functionality would be other than that met by the “S” and “M” seats including extensive program development, computationally intensive scientific and engineering program execution, development and execution of graphically intensive visualization, and resource intensive application development or execution where specialized requirements require the ability to “build” a platform solution and system administration support. The “B” seat is expected to provide the flexibility to meet the diverse range of end-user computing needs typically found across the breadth of NASA’s missions, such as end-user systems that utilize unique hardware, operating system configurations, and unique discipline-specific software tools. Unique hardware might include enhanced motherboards, quad processors, specialized peripherals, and accelerated high-resolution graphics cards. Early technology infusion is often required. Functionality includes the capability of running commonly used office automation applications, although typically at higher levels of performance than those found in the other two computing seat types.

To meet the requirement to “build” as required, the service parts (platform group, service bundle, and system administration) shall be offered separately with specialized “build” Service Levels offered only for the “B” seat. (See Addendum 3, “Service Level Agreements,” for details on how these Service Levels are to be offered.)
6.1.6  Service Levels
6.1.6.1  “S” Seat Standard Services

See Addendum 3, “ACES Service Level Agreements,” for the Service Levels that shall be provided to make up the “S” seat:

6.1.6.2  “M” and “B” Seat Service Levels

See Addendum 3, “ACES Service Level Agreements,” for the Service Levels that shall be available for the “M”  and “B” seats.
6.1.6.3  Service Definitions 

All of the Service Level definitions contained in this section apply to the “S,” “M,” and “B” seats, which are defined in Sections 6.1.3, 6.1.4, and 6.1.5, respectively.  Seats “M” and “B” may have data that changes some of the definition; those changes are addressed in the Seat specific sections.
6.1.6.3.1  Hardware Platform

Provides the services to ensure computer hardware (e.g., processor, memory, disk, and network interface card) is available to the specified Seat Type. Contractor services include requirements analysis, hardware and software acquisition, testing, verification, and installation in accordance with the specific technology refreshment cycles. The Contractor shall provide host computer systems. Each platform shall meet or exceed the hardware definition as defined in NASA-STD-2805x.
6.1.6.3.2  Operating System
Provides the services to ensure that required computer system software (e.g., operating system and network operating system) is available to the specified Seat Type. Services include requirements analysis, hardware and system software acquisition, testing, verification, and installation in accordance with the specific technology refreshment cycles.  

6.1.6.3.3  Monitor

Provides the services to ensure that the appropriate monitor is available to the specified Seat Type.
6.1.6.3.4  Return to Service

Provides Return to Service functionality that includes hardware and ACES application/Standard Load software and the time it takes to return an end-user back to operability when a failure occurs and the end-user is unable to use their ACES seat for its intended function.
The Contractor shall provide:
a. Hardware, System, and Standard Load application diagnostics and troubleshooting

b. System and component maintenance

c. Hardware, System, and Standard Load application configuration changes, tracking, and documentation

For ACES seats located in remote locations (e.g., Russia or Alaska), the Contractor shall provide hardware maintenance services only. The Contractor shall provide the ordered service using drop ship methodology or other ACES COTR-approved method. Further description of the Return to Service functionality is detailed in Section 4.4, “Return to Service Surcharge.”
6.1.6.3.5  Hardware Technology Refresh

Provides periodic refreshment of system hardware and required peripherals to more effectively and efficiently perform the objectives of the relevant ACES Seat Type.

6.1.6.3.6  System Administration

Provides functionality such as platform network connectivity setup and management, printer setup and management, software installation configuration and update management, and other like functions. System administration shall include patch acquisition, testing with the Standard Load, verification, development of the deployment package, testing of the deployment package at each NASA Center/Facility, and installation. Any time a system needs a desk-side visit, the Contractor shall ensure that the system is up to date with all security patches.
The Contractor shall obtain security clearances, implement non-disclosure agreements, and comply with NASA IT Security Requirements to assure that data on ACES-managed systems are not compromised. The Contractor shall be responsible for providing the necessary documentation showing the qualifications held by each system administrator. The Contractor shall be responsible for the integrity, availability, and confidentiality of all data on all ACES-managed systems. Depending on the system administration level included in the seat/system functionality (as defined in Section 3.2, “Support Levels”), the Contractor may retain full administrative privileges to the system. Where system privileges are shared or the Government has exclusive rights, the Contractor shall provide guidance and assistance on the policies and procedures on request by the ACES LTM to ensure interoperability and system integrity are communicated to the Government administrators. 

System administration shall include installation and configuration of software and hardware products ordered through the ACES catalog for all ACES-managed seats.

The Contractor shall provide a backup and recovery capability for all ACES systems in accordance with Addendum 3, “ACES Service Level Agreements.” The Contractor shall provide the capability to restore server end-user data consistent with Agency and Center/Facility standards.
6.1.6.3.7  Data Backup and Restore

Provides backup and restore services for a seat’s local disk storage. This service should not be confused with configuration management or file versioning control. The Contractor shall provide: 

a. End-user-selectable frequency and time/day

b. End-user-selectable data on main hard drive

c. Data storage off-site and in a secure location

d. Deleted files recoverable for a minimum of 60 days

e. Capability for end-user to restore data without Contractor involvement (except in cases where DR/COOP activities are involved)

f. Data encryption for data backups (not easily readable by the Contractor)

g. Data backup validation at TBD frequency, reporting of unsuccessful backups to the Government, and investigation (i.e., contacting the end-user to resolve the issue (ITIL Incident Management))
h. Backup open files (e.g., e-mail PST files)

i. Time-effective restoration clause

j. Reporting frequency consistent with end-user backup schedule

k. Initial full image of end-user’s disk with incremental updates (end-user’s selectable data) thereafter

6.1.6.3.8  Standard Load

Provides the software suite defined in NASA-STD-2804x, and the ACES Standard Load table in Addendum TBD for each seat selecting the Standard Load option. The Contractor shall be responsible for acquiring and maintaining the licenses for all software provided as part of the Standard Load, unless otherwise directed by the ACES CO. NASA will own the licenses that will be managed by the Contractor. Any hardware refreshes or memory upgrades necessary to meet new software requirements shall be performed at no additional cost to the Government.
The Contractor shall semi-annually (or upon Government request) evaluate the baseline configuration of ACES-supported software to identify potential updates and improvements (i.e., by applying maintenance or technology refreshment enhancements). In effecting these evaluations, the Contractor shall:

a. Maintain interoperability among the various seat configurations. A modification to any existing baseline configuration which was interoperable prior to the modification shall maintain that interoperability after the modification is fully integrated.
b. Test and verify technology refresh enhancements with all ACES-supported software (Support Levels 1 and 2 as defined in Section 3.2, “Support Levels”) to ensure compatibility with the new baseline. Coordinate and integrate with the other I3P contracts to perform this testing of the supported software packages.
c. Complete the configuration modification to achieve the updated baseline in accordance with the agreed upon Government implementation schedule.

d. Coordinate system, product, and service rollouts with the Agency ACES COTR, ACES LTMs, and other I3P contractors to facilitate implementation and minimize impact to end-users.
e. Perform any additional steps or requirements necessary for successful testing, integration, and deployment.

f. Build and test deployment packages at each Center prior to Center-wide deployment.

g. Provide the Government the deployment upgrade packages.

h. Document how upgrades and maintenance releases will be provided.
The Government will be held accountable for applications that were interoperable (as documented in vendor specifications) in the original baseline configuration but are not interoperable in the new baseline configuration.

6.1.6.3.9  Docking Station 

Provides a docking station solution, defined as a base station for a laptop that turns the portable computer into a desktop system using a plug and socket to connect the laptop, duplicating all the cable lines for the network, power, monitor, keyboard, mouse, and so on. It includes the following: docking station, keyboard, mouse, and external speakers, for each seat capable of using such hardware, including expansion ports. (Port replicators are acceptable only when no base station solution exists.)
6.1.6.3.10  Ruggedized

The Contractor shall provide a ruggedized model.
6.2  MOBILE COMPUTING SEATS

Mobile Computing Seats include Cellular Phones, Personal Digital Assistants (PDAs) with Voice, and Pagers.
6.2.1  Cellular Phones

6.2.1.1  Definition/General Requirements

Functionality. The Contractor shall provide a fully managed and supported standard cellular service seat. The service shall include full digital cellular phone capabilities with voicemail, text messaging, two-way integrated speakerphone capability, pager capability, caller ID, and Bluetooth capability. The Contractor shall include any services or accessories that the OEM provides. The Contractor shall provide the battery, wall and car chargers, and carrying case (holster). The Contractor shall provide all required software licenses for the devices. The Contractor shall provide hardware refreshment of the devices according to the Service Level selected.

The Contractor shall provide a shared minute, pooled voice plan for both domestic and long distance calling services. The Contractor shall allow for incoming calls from the same carrier with no deduction from the pooled minutes plan. The Contractor shall allow evening and weekend calls with no deduction from the pooled minutes plan. The Contractor shall provide a shared, pooled text messaging plan for domestic services. The Contractor shall allow for incoming text messages from the same carrier with no deduction from the pooled text messaging plan. Upon request, the Contractor shall make available a detailed report showing individual usage of all services for all devices, as defined in DRD TBD. The Contractor shall utilize any or all cellular carriers necessary to allow for maximum nationwide coverage and end-user connectivity.
The Contractor shall continuously assess the Government’s operational needs in relation to cellular phone services and provide timely upgrade of the hardware, software, and service standards, as defined within NASA-STD-2804x and NASA-STD-2805x. The Contractor shall provide advance notification of changes in device specifications to the Government for review and approval prior to deployment of new technologies to the NASA end-user community. The Contractor shall ensure that the instrument and services provided meet NASA’s current technological needs, as defined within NASA-STD-2804x and NASA-STD-2805x.

The Contractor shall submit to the Government for review and approval an initial performance and operational analysis for each device, as well as any changes to a seat or device configuration. The Contractor shall deliver all devices to the end-user fully configured for immediate use. The Contractor shall offer all Government-approved accessory options for each device in the ACES catalog. Any device battery found to be defective during the normal deployment cycle will be considered as a warranty item and shall be included as part of the regular seat maintenance option. The instrument shall provide the following feature set at a minimum:

a. High Resolution Color screen (minimum 64K color palette)

b. Voicemail

c. Password protection and keyboard lock

d. Silent/Vibrate notification mode

e. Mute control

f. Automatic redial

g. Caller ID

h. Caller waiting

i. Bluetooth capable

j. Speaker Phone

k. SMS/Text Messaging capable
The Contractor shall provide for periodic refreshment of PCELL seats and initial delivery of application software. This service provides the PCELL with new versions, upgrades and modifications associated with the system, and appropriate PCELL seat application software.  Software patches are those that enhance the capabilities of the device or provide security and/or bug fixes. Service shall include patch and upgrade acquisition, testing, verification, and installation. At the time of refreshment, the Contractor shall ensure that the PCELL software does not cause interoperability issues with the end-user’s computing seat and that NPR 2810 is adhered to where applicable. Refreshment shall occur within 90 calendar days of the latest release of the software vendor and COTR approval.
6.2.1.2  Cellular Phones Service Table

See Addendum 3, “ACES Service Level Agreements.”
6.2.1.3  Service Descriptions

6.2.1.3.1  Instrument

Provides a choice of several color display devices such as a Motorola device, Samsung device, or LG device.

6.2.1.3.2  Hardware Technology Refreshment

Provides for periodic refreshment of system hardware and required peripherals to more effectively and efficiently perform the objectives of the CELL seat type.

6.2.1.3.3  Service Plan

Provides the required communication service plan-based domestic usage for use anywhere in the continental United States with no roaming or long distance charges. (To be able to use internationally, the end-user must select the international calling plan option.)

6.2.1.3.4  Text Messaging

Provides service to send and receive text messages for the CELL seat. (The Contractor needs to provide to the Government the number of text messages that will be set for the Standard option as part of the bid submission.)
6.2.1.3.5  Voicemail

Provides the services required for a voicemail system with the following capabilities: recorded announcements; audio and visual indicators of messages awaiting retrieval; forwarding capability; auto dial voicemail caller; auto reply (send message back to voicemail caller); and creation, deletion, and retrieval of messages from any dual-tone multi-frequency (DTMF) phone (internal or external to Center/Facility). (The Contractor needs to provide to the government the number of voicemail storage minutes that will be set for the Standard option as part of the bid submission.)
6.2.1.3.6  Return to Service

Provides standard hardware and software maintenance services for the seat that includes: system diagnostics and troubleshooting; system and component maintenance; hardware configuration, tracking, and documentation; and appropriate CELL seat software, patch and upgrade acquisition, testing, verification, and installation.

6.2.1.3.7  International Calling Plan

Provides a device and associated services to provide the capability of making use of the phone’s functionality domestically as well as internationally.
6.2.2  PDA With Voice Seats

6.2.2.1  Definition/General Requirements

Functionality. The Contractor shall provide a fully managed and supported PDA/Smartphone with wireless enterprise solution services capable of providing voice, Broadband/high-speed data transfer (e.g., SMS, Internet Browsing, and MMS), Microsoft Exchange-based calendar and e-mail capable data communications, International voice/data communication, and Bluetooth capability. As part of this seat instrument, the Contractor shall provide the battery, computer synchronization cable where necessary, wall and car chargers, cradle (where applicable), carrying case (holster), and Bluetooth headset. The Contractor shall maintain the device to be compatible with ACES Desktop/Laptop systems/software as it relates to the synchronization and transfer of data. All functionality of such a device shall be governed by the server-based policies as defined by the NASA Microsoft Exchange environment and a corresponding server-based environment that supports device-level policy enforcement and device-level data encryption. The Contractor-provided device will have Over-The-Air (OTA) provisioning capability for device-level software/firmware/patching, where possible or applicable. The Contractor shall provide all required software licenses for the devices. The Contractor shall provide hardware refreshment of the devices according to the Service Level selected. The Contractor shall provide the applicable application software to enable the viewing of Microsoft Word, Microsoft Excel, Microsoft PowerPoint, and Adobe Acrobat PDF files on such devices. The Contractor shall provide and support the necessary hardware, software, installation, server activation, and interface with the NASA Microsoft Exchange environment in support of the Mobile Computing Seats. The configured system(s) shall be incorporated into the ACES institutional IT support structure.
The Contractor shall provide a shared minute, pooled voice plan for both domestic and long distance calling services. The Contractor shall allow for incoming calls from the same carrier with no deduction from the pooled minutes plan. The Contractor shall allow evening and weekend calls with no deduction from the pooled minutes plan. The Contractor shall provide a shared, pooled text messaging plan for domestic services. The Contractor shall allow for incoming text messages from the same carrier with no deduction from the pooled text messaging plan. Upon request, the Contractor shall make available a detailed report showing individual usage of all services for all devices, as defined in DRD TBD. The Contractor shall utilize any or all cellular carriers necessary to allow for maximum nationwide coverage and end-user connectivity.
The Contractor shall continuously assess the Government’s operational needs in relation to mobile computing services, recommend to the Government the timely upgrade of the hardware, software, and service standards, as defined within NASA-STD-2804x and NASA-STD-2805x, and provide such upgrades that are approved by the Government. The Contractor shall provide advance notification of changes in device specifications to the Government for review and approval prior to deployment of new technologies to the NASA end-user community. The Contractor shall ensure that the instrument and services provided meet NASA’s current technological needs, as defined within NASA-STD-2804x and NASA-STD-2805x. Additionally, the Contractor shall ensure that any device deployed to the end-users is compliant with NASA IT Security Requirements, as defined in NPR 2810.1x (i.e., password protection, keyboard lock, and S/MIME encryption where capable). Data storage for this device, both internal and removable (e.g., microSD card) must conform and adhere to the current DAR standard/guideline TBD.
The Contractor shall provide periodic refreshment of PDA systems and initial delivery of application software. This service provides the PDA with new versions, upgrades, and modifications associated with the system and appropriate PDA seat application software.  Software patches are those that enhance the capabilities of the device or provide security and/or bug fixes. Service shall include patch and upgrade acquisition, testing, verification, and installation. At the time of refreshment, the Contractor shall ensure that the PDA software does not cause interoperability issues with the end-user’s computer seat and that NPR 2810.1x is adhered to where applicable.
All Contractor-provided hardware and software will be delivered to the end-user and configured for immediate use. Any device battery found to be defective during the normal deployment cycle will be considered as a warranty item and shall be included as part of the regular seat maintenance option. The instrument shall provide the following feature set at a minimum:
a. High Resolution Color screen (minimum 64K color palette)

b. Voicemail

c. QWERTY keyboard (physical or screen-based)

d. Password protection and keyboard lock

e. Silent/Vibrate notification mode

f. Mute control

g. Automatic redial

h. Caller ID

i. Caller waiting

j. Bluetooth capable

k. Speaker Phone

l. Instant Messaging capable

m. Internet Browser

n. Removable Storage (such as SD or microSD card)

o. OTA 

p. Data synchronization

q. Encryption capable

6.2.2.2  PDAs with Voice Service Table
See Addendum 3, “ACES Service Level Agreements.”
6.2.2.3  Service Descriptions
6.2.2.3.1  Architecture

Provides a choice of several color display devices, including but not limited to a RIM-based device, Apple-based device, a Palm-based device, or a Windows Mobile capable device.

6.2.2.3.2  Hardware Technology Refreshment

Provides for periodic refreshment of system hardware and required peripherals to more effectively and efficiently perform the objectives of the PDA with Voice seat type.

6.2.2.3.3  Service Plan

Provides the required communication service plan-based domestic usage.

6.2.2.3.4  Text Messaging

Provides service to send and receive text messages.

6.2.2.3.5  Voicemail

Provides the services required for a voicemail system with the following capabilities: recorded announcements; audio and visual indicators of messages awaiting retrieval; forwarding capability; auto dial voice mail caller; auto reply (send message back to voicemail caller); and creation, deletion, and retrieval of messages from any dual-tone multi-frequency (DTMF) phone (internal or external to Center/Facility).

6.2.2.3.6  Return to Service

Provides standard hardware and software maintenance services for the seat that includes: system diagnostics and troubleshooting; system and component maintenance; hardware configuration, tracking, and documentation; PDA operating system and appropriate PDA seat software; and patch and upgrade acquisition, testing, verification, and installation.

6.2.2.3.7  International Calling Plan

Provides a device and associated services to provide the capability of making use of the phone’s functionality domestically as well as internationally.

6.2.3  Pagers

6.2.3.1  Definition/General Requirements

The Contractor shall provide pager services that shall be made available via the purchase of Pager seats. Each Pager seat shall include a pager instrument as appropriate to the Service Level ordered, a belt clip, and end-user documentation. The Contractor shall include the following elements within this service:

a. Numeric, alphanumeric, and 2-way alphanumeric paging 

b. Statewide and nationwide coverage areas

c. Voicemail notification
d. Local and toll-free number services

e. Return to service features

The Contractor shall maintain the current pager numbers assigned to existing pagers. For numeric and alphanumeric offerings, the Contractor shall include in the seat price up to 500 messages per month. For two-way alphanumeric offerings, the Contractor shall include in the seat price up to 500 message blocks per month (1 message block = 100 characters maximum).  The Contractor shall identify, evaluate, and report to the Government any questionable or unusually high usage of pager services. 

6.2.3.2  Pagers Service Table

See Addendum 3, “ACES Service Level Agreements.”
6.2.3.3  Service Descriptions

6.2.3.3.1  Instrument
Provides a choice of several devices, including but not limited to a Motorola device, Samsung device, or LG device.

6.2.3.3.2  Hardware Technology Refreshment

Provides for periodic refreshment of system hardware to meet the objectives of the Pager seat type.

6.2.3.3.3  Service Plan  

Provides the required communication service plan-based domestic usage for use anywhere in the continental United States with no roaming or long distance charges.

6.2.3.3.4  Voicemail

Provides the services required for the pager to receive notification from a voicemail system.
6.2.3.3.5  Octel Message Notification  (Outcalling)

Provides the end-user with the ability to set up a telephone number where he or she is notified of messages received. The end-user can specify a time range to receive notification.

6.2.3.3.6  Return to Service

Provides standard hardware and software maintenance services for the seat that includes: System diagnostics and troubleshooting; system and component maintenance; hardware configuration, tracking, and documentation; appropriate pager seat software; and patch and upgrade acquisition, testing, verification, and installation.
6.3  PERIPHERALS

6.3.1  Multi-Functional Devices

The Contractor shall provide networkable multi-functional devices (MFDs) that are configured to perform copy, print, scan and fax functions. A fully-functional, network-ready MFD is defined as follows: Upon activation of the start button, the MFD is able to perform the following requested functions: copy hardcopy to hardcopy, print hard copy from electronic source, scan hardcopy to a designated location, and fax hardcopy or electronic file to a designated telecommunication location.

All deployed systems shall be newly manufactured to original specifications. “Newly manufactured” is defined as manufactured and assembled for first-time use with all new components. Repairs to equipment shall be performed using only new parts. Newly installed equipment shall be delivered with 200 or less counts on the meter.

Detailed MFD requirements will be provided in the Final RFP.
6.3.2  Network Printer Seats
6.3.2.1  Definition/General Requirements

Network printer seats (PRNs) provide hardware, maintenance, support, and integration with designated computer seats. The subscriber will identify the specific physical location of each PRN seat and each customer who will have operational access to each PRN seat.

If the Contractor plans to replace the currently selected manufacturer/model for any installed PRN seat, then the Contractor shall provide written notification of the proposed replacement to the ACES COTR according to Addendum 3, “ACES Service Level Agreements.” The ACES COTR will either approve or deny the utilization of the replacement manufacturer/model within 15 business days of written notification.

For each printer to be replaced, the replacement manufacturer/model shall:
a. Fit within the physical space of the original printer.
b. Not exceed the same facility requirements (e.g., power and cooling) as the original printer.
c. Meet or exceed the capabilities (e.g., duplex and paper handling) of the original printer.
d. Be as quiet as or quieter than the original printer.
All PRN seats ordered after the approval of the replacement manufacturer/model shall be an installation of the replacement manufacturer/model.

The Government is responsible for supplying paper for the PRN seat. The Contractor shall provide all other consumables needed to maintain the functionality of any PRN seat, including toner or other replenishable items.
6.3.2.2  Network Printers Service Table

See Addendum 3, “ACES Service Level Agreements.”

6.3.2.3  Seat Descriptions

The Contractor shall provide the following network printer seats.
PRN BW1 Seat
The PRN BW1 seat provides an entry-level black and white printer.
PRN BW2 Seat
The PRN BW2 seat provides a mid-level black and white printer.
PRN BW3 Seat
The PRN BW3 seat provides a high-performance black and white printer.
PRN C1 Seat
The PRN C1 seat provides an entry-level color printer.
PRN C2 Seat
The PRN C2 seat provides a mid-level color printer.
PRN C3 Seat
The PRN C3 seat provides a high-performance color printer.
Each PRN seat has specific technical requirements that will be defined in Addendum 14.
ADDENDUMS

The following draft addendums are provided with this Draft PWS or will be provided in the Draft RFP or Final RFP. Some of these addendums are considered to be more preliminary and subject to substantial revision than the Draft PWS itself as comments are received and additional data associated with existing contracts transitioning to ACES is obtained. The addendums provide additional specifications, provisions, and other information that supplement the ACES PWS. The list of addendums, the addendum numbers, the addendum page counts, and the content of all addendums are subject to change until the Final RFP is issued.
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	1—AGENCY SURVEILLANCE PLAN

Will be provided in the Draft RFP or Final RFP
	TBD

	2—CROSS-FUNCTIONAL STATEMENT OF WORK

Will be provided in the Draft RFP or Final RFP
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	3—ACES SERVICE LEVEL AGREEMENTS (DRAFT)
	22
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	5—NOMAD SYSTEM DESCRIPTION DOCUMENT
	31

	6—DESIGN SPECIFICATION FOR NASA CONSOLIDATED ACTIVE DIRECTORY (NCAD) ACTIVE DIRECTORY MANAGEMENT SYSTEM (ADMS)
	95

	7—BASELINE DETAIL DESIGN SPECIFICATION FOR NASA CONSOLIDATION OF ACTIVE DIRECTORY (NCAD) NASA AGENCY FOREST (NAF)
	184

	8—SECURITY MONITORING FOR ACTIVE DIRECTORY (SMAD), BUSINESS CONTINUITY OF OPERATIONS PLAN
	21

	9—AUTHENTICATION NASA AGENCY AUTHENTICATION FOREST (NAF) AND ACTIVE DIRECTORY MANAGEMENT SYSTEM (ADMS), NAF-100 CONCEPT OF OPERATIONS
	30

	10—SECURITY MONITORING FOR ACTIVE DIRECTORY (SMAD), NASA CONSOLIDATION OF ACTIVE DIRECTORY (NCAD), STANDARD OPERATING PROCEDURES
	33

	11—NASA AGENCY FOREST CONFIGURATION CHANGE BOARD PROCESS, NAF-400
	7

	12—AUTHENTICATION PORTFOLIO, NASA AGENCY FOREST (NAF), ACTIVE DIRECTORY MANAGEMENT SYSTEM (ADMS), NAF-300, BUSINESS CONTINUITY/CONTINGENCY PLAN
	20

	13—OPERATIONS, NASA AGENCY FOREST, NAF-102, NON-SECURITY STANDARD OPERATING PROCEDURES
	24

	14—TECHNICAL REQUIREMENTS FOR NETWORK PRINTER SEATS
Will be provided in the Draft RFP or Final RFP
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