To:
Center Chief Information Officers

Procurement Officers
From:
Chief Information Officer


Assistant Administrator for Procurement

Subject:
Implementing Mission Focus Review (MFR) Recommendations 7 and 137

for NASA Employees
Ref:
(a) NASA Decision Memorandum Dated July 9, 2007

(b) NASA Technical Standard 2804K 

To address deficiencies in NASA’s IT security, ensure quality of service, manage costs and better track Agency assets, reference (a) from the Associate Administrator approved MFR7, the consolidated purchasing and support of all cell phones, Personal Data Assistants (PDAs), pagers, and cellular internet services. It also approved MFR 137, the mandatory use of the Outsourcing Desktop Initiative for NASA (ODIN) to provision and support all appropriate workstations throughout the Agency.  This memorandum provides expanded guidance for the transition planning necessary to comply with the two MFRs.
Scope.  The MFR is applicable to all NASA personnel that require access to the NASA network (the NASA IP address space).  This memorandum only addresses access by NASA employees.  Contractor access will be addressed in a separate memorandum.  NASA’s strategy is to ensure that all equipment accessing the network is controlled by NASA.  Effective immediately, for NASA employees, all the items listed below must be procured through ODIN:
· Personal data assistants such as Blackberrys, Treos, Palm Pilots, Windows Mobile devices, iPhones, etc.

· Cell phones & cellular modems
· Pagers

· Cellular internet services

· External storage devices such as USB flash drives, external hard drives, and tape drives

· Office automation software that is part of the ODIN standard desktop load or is specified in Reference (b)
· Printers included in the ODIN catalogue

Items that may, but are not required, to be purchased through ODIN include embedded processors, lab equipment that does not perform office automation, IT components of launch control and space communications systems, and software capabilities and services not included in either the ODIN standard desktop load, software standards covered in reference (b), or hardware waived in accordance with the procedures outlined below.  While not covered by the MFR, these non-ODIN IT investments must still be identified, included and documented as part of a system with an Authorization to Operate (ATO).

Implementation.  To manage the transition to ODIN, a phased approach will be pursued.  For IT services procured to support government employees (i.e., government seats):

· Effective Immediately.  Purchases of end user devices and related support must be procured through ODIN.  Purchase cards may no longer be used to procure the items listed above except through ODIN.  

· Not later than September 30, 2007.  PDAs that were not procured through ODIN are transitioned to ODIN support.  

· Not later than January 31, 2008.  Existing cell phones, workstations and laptops that were not procured through ODIN are transitioned to ODIN support.

Transition Plans.  Using Attachment A as a template, each Center CIO is requested to develop a transition plan for the projects and personnel they support.  Transition plans are due to the Office of the CIO no later than 22 August 2007.  Transition plans must separately address NASA employees and contractors.
Waivers.  It is the goal of the Chief Information Officer and Assistant Administrator for Procurement to make this transition in the most cost effective and least disruptive manner possible.  Center CIOs may waive the above deadlines where they feel it is in the best interest of the government and only impacts their Center. Waivers affecting multiple Centers will be forwarded to the OCIO for approval.  Limited waivers may also be recommended for purchasing end user devices via the SEWP contract.  The format for waiver requests is provided in Attachment B.
Points of Contact.  If you have any further questions or concerns please contact Darryl Smith at 228-813-6388 in the Office of the CIO or Ken Stepka at 202-358-0492 in the Office of Procurement.
Attachment A

Transition Plan Guidance

In the transition plan each Center needs to - 

1. Assess the Affected Environment
2. For IT services procured to support government employees, identify existing contracts used to procure ODIN-like services/systems.

· purpose of the contract and contract number

· length of contract

· name of contractor

· number of units purchased

· number of units planned to be purchased by end of contract

· funding source

· estimated budget amount in contract for ODIN-like services/systems 

· ownership of systems (Government/Contractor)

· Transition strategy for migrating the systems/services by contract with associated timeline.  (Work with ODIN LMIT representative in developing the strategy)
3. For IT services procured to support contractors, identify existing contracts used to procure ODIN-like services/systems.

· purpose of the contract and contract number

· length of contract

· name of contractor

· number of units purchased

· number of units planned to be purchased by end of contract

· funding source

· estimated budget amount in contract for ODIN-like services/systems 

· ownership of systems (Government/Contractor)
Recommended strategy for migrating the systems/services by contract with associated timeline.  

· Waiver Process
Waiver Justification

1. Describe requirements driving the procurement of the system

2. Details of the IT System
3. System Required

4. Processor Type (Intel, AMD, Dual Core, Quad Core, etc.),  Processor Speed 

5. Hard Drive Capacity, RAM, Other

6. Software Required

7. Hardware Required

8. Network to which the system will connect

9. IT Security plan #

10. NetBIOS/Computer Name

11. Estimated Cost (hardware, software and labor) for acquisition, ongoing operations and maintenance

12. Source of Funding

13. Reason an ODIN seat cannot provide the necessary functionality

14. Migration strategy and timeline for moving the functionality to an ODIN system to be provided by the Center CIO Technical POC

15. How will the machine be maintained such that it is in compliance with the center standard configuration

16. How the system will be maintained such that it does not present a security risk to the center

Waiver Signatures

1. Requestor - “By signing below, I am assuming the responsibility of the patch management, configuration management, administration rights, security management with certification and accreditation of the above workstation and all additional applicable Agency and NIST requirements. I am also agreeing to the migration strategy as outlined above.”

2. Requestor’s Supervisor’s Approval

3. ODIN DOCOTR/Representative Concurrence that seat can not be provided by ODIN at this time

4. Center CIO Technical POC
5. CSO
6. Center CIO

7. Agency CIO (Only in Special Cases and Waivers with Dissent after reviewed by Center Director)
