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Virtual Team Meeting (VTM) and NASA eAuth

A.1  IUP# Virtual Team Meeting – The contractor shall implement a scalable web VTM collaboration system (hereafter referred to as Secure WebEx in this document) based on WebEx technology that will enable the NASA user community and external partners to discuss Sensitive But Unclassified (SBU) and International Traffic in Arms Regulations (ITAR) materials during web conferencing.  The distinct activities associated are to develop NASA specific WebEx customizations to enable the integration of the Federal WebEx cluster with the NASA Sun Access Manager Electronic Authentication (eAuthentication (eAuth)) service for the purpose of authenticating approved users to the service for secure meetings.  WebEx meetings that will not include SBU or ITAR information will continue to allow participant access via a unique meeting number and password distributed with the meeting invitation without requiring additional authentication.  The system is to be accessible from any system with Internet access.
a.  REQUIREMENTS – The Secure WebEx service shall:
(1) Enable virtual meetings across NASA and external partners.

(2) Support both sensitive (secured) and non-sensitive meetings.

(3) Provide secure online collaboration via any Hypertext Transfer Protocol Secure (HTTPS) Internet connection worldwide.
(4) Support Microsoft Internet Explorer, Apple Safari, and Mozilla Firefox web browsers as consistent with the most current version of NASA-STD-2804.

(5) Have a single web interface for scheduling secure and non-secure meetings.

(6) Be based on WebEx provided services hosted on WebEx provided hardware using WebEx provided software.

(7) Be hosted on the WebEx Federal Clusters ensuring that:

a. All systems/data reside in US-based data centers only

b. Support staff is comprised of Only US citizens

c. FIPS compliant encryption is applied to all sessions

(8) Be based on WebEx release WBS 27 with NASA specific secure meeting customization.

(9) Provide Named Host (scheduler) licensing with a 200 user cap for any given meeting session.  Attendees beyond the license cap can be included in a meeting session (up to 1000) at an additional charge of (See pricing model) per attendee.

(10) Provide the ability to add conference capacity quickly:

a. To burst temporarily past license caps during a conference (incurs an additional charge)

b. To purchase increased capacity on a permanent basis (must be NASA wide)

(11) Be able to support large meeting events with up to 3,000 (Event Center) concurrent users.

(12) Support Non-secure meeting attendance by session ID (Current WebEx operation).

(13) Allow external participants to join non-secure meetings without the need to register beforehand.

(14) Support secure meetings with SBU information including ITAR.

(15) Provide secure meeting attendees with a standard “Authorized Government System” usage banner during login.

(16) Authenticate secure meeting Participant access to Secure WebEx against the NASA eAuth service.

(17) Ensure that only persons with a valid account in the NASA eAuth service are able to access secure meetings.

(18) Enable “NASA credentialed only” Secure Meetings by restricting meeting access to only individuals that have valid accounts in the NASA eAuth service.

(19) Enable Limited Access Secure Meetings by restricting meeting access to NASA credentialed individuals on the invitee list only:

a. Prevent forwarded meeting notices from providing access to a meeting – Authentication takes place at meeting sign-in and is validated against invitee list and SAML.

b. Limit attendance to invited participants who receive (or already possess) unique authentication credentials so that only authorized persons may join the conference.

c. Attendees not on the list of invitees even when they are logged in with a valid WebEx host account or through SAML SSO will not be able to join a “Limited Access Secure” meeting.

(20) Provide the ability to add an invitee to a Limited Access secure meeting while the meeting is in session:

a. Invitee must already have an account in the NASA eAuth system.

b. Invitation must be sent by the host from within the WebEx console (Invitee will be validated against the invitee list and the NASA eAuth service upon joining.

(21) Provide the capability to delegate meeting scheduling on behalf of a Named Host: A person with a Named Host account must be able to delegate capability to schedule a meeting on their behalf to another individual with a Named Host account while still retaining the right to host the actual meeting when it occurs.
(22) Provide monthly utilization and trend reports by customer.

(23) Provide a separate test site during Development and Test.

b.  CONCEPT OF OPERATIONS - The Secure WebEx system is a secure web conferencing solution based on Cisco WebEx technology and will reside at the Cisco facilities in San Jose, CA and Denver, CO.  The concept of operations model presented in this document provides an overview of the functional capabilities provided by this service.  This concept of operations will be modified to reflect the outcome of the Agency’s review of associated policies and operational impacts.  Just a few of the potential considerations include:
This Secure WebEx implementation is designed to provide the following features and capabilities.

General Service Features:

· The system is designed to allow both meetings that contain SBU and ITAR data as well as meetings that do not contain any sensitive information.

· Users will access the system over the Internet through a web browser.

· The system will be available via secure HTTPS from any location with Internet access.

· Meeting schedulers and hosts must have a named host account and are authenticated to the Secure WebEx service against the NASA eAuth service user account management system.

· Secure meetings are defined as meetings where SBU or ITAR data may be discussed.

· System allows for external attendees to attend secure meetings; however, they must have an identity in the NASA eAuth service directory.

· System provides positive attendance control to further secure meetings thru SAML v2 based authentication against the NASA eAuth service and user matchup against invitee list.

Web Conferencing Features:

· Dedicated web conferencing architecture.

· Includes up to 1000 Named Hosts who have the ability to host a Secure WebEx Web Meeting.

· Each host has the capacity of up to 200 participants per meeting session.

· Unlimited meetings/minutes per named host per month.

Event Center Service Features:

· Event Center meetings capable of supporting up to 3,000 logged in participants.

The contractor will work closely with the Agency and WebEx throughout the policy and operational review process to validate the Secure WebEx service ability to support policy considerations and to coordinate configuration adjustments to the solution with WebEx once policies have been finalized.
Infrastructure:

The design in this proposal assumes all services are to be hosted on dedicated Federal WebEx clusters at the WebEx Managed Services centers within the continental US.  In the event any of these services cannot reside in the specified WebEx facilities, a design modification will have to take place and cost figures will need to be adjusted accordingly.
The design of the Secure WebEx infrastructure will ensure its high availability and facilitate an effective continuity of business and disaster recovery strategy.

Deployment:

The security enhancements to the standard Secure WebEx service identified in this project will be deployed as a software update to the existing service.  There will be a test site established for designated pilot users to evaluate the service before formal release.  A full outreach package including training opportunities will be made available prior to the upgrade installation.

User Account Management:

User profile management for the system will be performed by the ODIN help desk.  Specifically:

· There are three Secure WebEx account profile types: Admin, Host (Scheduler), and Participant:
· Administrative accounts have rights sufficient to administer the WebEx software applications, including user/group management, meeting management, and other administrative functions
· Host (Scheduler) accounts will have Participant and Scheduler privileges
· Participant accounts can attend secure and non-secure Secure WebEx meetings.
· All users with NASA eAuth credentials will have participant privileges
· All NASA customers and external partners who will participate in Secure WebEx secure meetings (must have credentials in eAuth)
· Secure WebEx Services will be requested through the local seat request process.  A NAMS request that requires approval will need to be submitted for the provisioning of the WebEx “host” role.  (NASA will provide the NAMS workflow.  Details of how the seat request process interacts with the NAMS request is TBD).
· NASA employees and trusted partners/contractors with a vetted NASA identity will automatically receive WebEx “participant” rights as by default as a “basic level entitlement”
· For external users and non vetted partners, any person with a vetted NASA identity may request access on behalf of the external user or partner via the NAMS WebEx “casual user” workflow (to be provided by NASA).  This will result in a casual user identity being provisioned to eAuth and credentials provided to the external user.
· Approved WebEx host seat requests are routed to ODIN for profile processing (User accounts are handled via IDMAX)
· Account profile creation and customer notification for Host accounts will be handled by ODIN
User Support

A communications plan will be developed and submitted for concurrence that outlines the methods, media, and frequency of outreach ot the user communities.  A comprehensive outreach program will be implemented to enhance ease of use and minimize user confusion during rollout.  The content of the outreach will include specific training for NASA executive presentations, general user training and education, and the expected impact during implementation and ongoing activities, how to obtain support, and where to obtain additional information.

The ODIN Service Desk will serve as Tier 1 support and handle all user Secure WebEx trouble tickets except eAuth password resets and capture and escalate to WebEx for Tier 2 support, if necessary, other problems experienced by the users.  Password resets for eAuth accounts will be handled thru the IDMAX password reset process.  If required, the contractor Center resources will provide desk side support for ODIN managed desktops and/or laptops.  For non-ODIN desktops and laptops, desk side support will be provided by the system administrators of those systems requiring additional support.

Technician Training

ODIN technical staff (i.e. desk side technicians and Help Desk analysts) and non-ODIN system administrators will receive detailed training structured around a Train the Trainer program prior to final Secure WebEx deployment to users.  The contractor will utilize detailed training materials developed in conjunction with WebEx to educate technicians in the support of Secure WebEx users.

Fault Tolerance

WebEx maintains Managed Service Centers in San Jose, California, and Denver, Colorado.  Each center has multiple levels of failover at the local level and all account and session profile information is replicated between sites on a real time basis.  During normal operations, sessions will be load balanced between multiple federal clusters within and between the two WebEx sites for maximum efficiency.  In the case where an individual cluster fails, sessions will automatically move to a different functioning cluster.  In the event a center goes off-line, all sessions would fail over to the remaining site.  Once repairs are effected, new sessions would auto load balance between the sites.
c.  IMPLEMENTATION PLAN – The implementation plan presented below is one approach and consists of four phases:
(1) Phase I: Migrate the NASA WebEx service to the WebEx Federal Cluster (Completed May 16, 2009)

(2) Phase II: Develop, integrate and test the SAML v2 authentication between the WebEx services and the NASA eAuth service

(3) Phase III: Training/Outreach – consists of training Secure WebEx users and support personnel on how to use and manage both secure and unsecured sessions wit the new security enhancements

(4) Phase IV: Deployment consists of making the system available to the general user population

The following schedule is based on the scope, requirements, and assumptions of the project:

	MILESTONE
	TIMELINES

	Final Requirements
	May 2009

	Move NASA Site to Federal Cluster
	May 2009

	IUP Acceptance
	August 2009

	Complete System Design
	August 2009

	SAML v2 Authentication mechanism Development and testing
	September 2009

	Integration Testing
	September 2009

	User Acceptance Testing
	October 2009

	Training/Outreach
	October 2009

	Product Cleanup
	October 2009

	Product Release/Rollout
	November 2009


d. ASSUMPTIONS – The following assumptions bound this project:

(1) This solution is based on Cisco WebEx provided services on Cisco WebEx provided hardware using Cisco WebEx provided software.  The contractor is providing integration support and profile provisioning/management of the Secure WebEx site.  Additionally:

a. The entire service will be hosted and maintained by WebEx on the Fderal service Clusters at their facilities in San Jose, California, and Denver, Colorado.

b. No foreign national manpower will be used to support this project.

(2) The solution is based on WebEx release WBS 27 with NASA specific secure meeting customizations.

(3) WebEx will provide the development and integration support for the authentication options and all customization of WebEx services.

(4) The Secure WebEx environment shall obtain authentication validation from the NASA eAuth service for access to secure meeting sessions.

(5) The NASA corporate director for Secure WebEx authentication will be the NASA Sun Access Manager eAuthentication directory, also referred to in this document as NASA eAuth.

(6) NASA eAuth service is Security Assertion Markup Language (SAML) 2.0 compliant.

(7) NASA eAuth team personnel will be available to provide technical information and development support to integration efforts.

(8) NASA eAuth service will send WebEx the required attributes in the Join Meeting SAML assertion to authenticate the user and indicate whether or not the attendee attempting to join a ‘Secure’ Meeting is a NASA authorized partner or NASA employee.

(9) All NASA Secure WebEx meetings will be hosted by a person with a vetted NASA identity.

(10) Each Named Host (Scheduler/Host) will have a unique identification in the NASA eAuth service which cannot be shared.

(11) All secure meeting attendees will required to have an account in the NASA eAuth system prior to joining the meeting, regardless of whether SBU or ITAR material is being presented (Not applicable to ‘Standard WebEx’ meeting sessions).

(12) This solution is based on a 1000 Named Host licenses commitment.  Changes to the total Named Host license requirements may impact the unit cost.

(13) Named Host seats are chargeable seats purchased for the period of performance of the WebEx contract at the time of seat purchase and are not reassignable within that term.

(14) Attendee account profiles are non chargeable seats.  Attendees are persons that attend WebEx meetings but do not require the ability to host or schedule WebEx meetings.

(15) Meetings where the number of attendees exceeds the Named Host licensing cap of 200 authenticated attendees, will incur an additional per attendee charge for each meeting attendee over the license cap and is charged on a per attendee per session basis.

(16) System will support large events (attendees up to 3000 in a single session).  Attendees over the Named Host license cap will incur additional charges to NASA (See pricing model).

(17) NASA CIO has approved use of this existing Secure WebEx service, hosted on the WebEx Federal Clusters (NASA WebEx service moved to the Federal Clusters on May 16, 2009), in support of meetings containing SBU information.

(18) Security Considerations:

a. Secure WebEx meeting security will be the responsibility of the meeting scheduler (Host).

b. The Meeting Host is responsible for ensuring that all attendees to a secured session are approved for access.

c. Presenter is responsible to observe information sensitivity constraints including ensuring that presentation materials are approved through export control if foreign Nationals are in attendance.

(19) Network based recording (online recording stored on WebEx servers) will be disabled for all meeting types on the NASA WebEx site.
(20) A formal risk review will be completed.  All identified risks, applicable mitigations, and residual risks will be documented and submitted to the government as part of this project

(21) Formal milestone reviews associated with this project will consist of a Test Readiness Review (TRR), and an Operational Readiness Review (ORR).

(22) Secure WebEx services will be provided to NASA via the OAO ODIN contract.

